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CHAPTER 1

General

1-1. Purpose

Thisregulation:

a.  Implements requirement in Army Regulation 190-13 for major Army command (MACOM) commanders to
establish a Physical Security Program.

b. Prescribes policy/procedures and assigns responsibilities for developing and maintaining a practical,
economic, and effective FORSCOM physical security program to safeguard personnel, facilities, and equipment.

c. Prescribes standards for security of specified unclassified U.S. Army assets.

d. Providesrisk analysis methodology that allows commanders flexibility to tailor physical security posture and
resources to meet local needs.

e.  Will be used to integrate physical security effortsinto Force Protection plans and procedures.
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1-2. References
Required and related publications and referenced forms are listed in Appendix A. Prescribed forms are listed and
explained in Appendix A.

1-3. Abbreviationsand Terms
Abbreviations and special terms used in this regulation are explained in the Glossary at the end of this regulation.

1-4. Responsibilities
Security of the force is an operational concern with overall responsibility remaining within operational channels.
Responsihilities are consolidated and listed in Appendix B.

CHAPTER 2
The FORSCOM Physical Security Program

2-1. Purpose
This chapter establishes and defines principle components of the FORSCOM Physical Security Program.

2-2. Standards

a. Threat Assessment: Physical Security Programs will be based upon loca threat and vulnerability
assessments which are updated at least annually.

b. Security Engineering: Security will be considered in standard Army design practice with security measures
that are based on risk in accordance with DA Pamphlet 190-51 and threat analysisin accordance with TM 5-853-1.

c. Security Planning: Commanders will develop Installation Physical Security Plans, based on risk analysis,
that are affordable, effective, and attainable.

d. THREATCON System: Physical security planning will apply specific guidance (i.e., identification of
responsibilities and required resources) to the general THREATCON measures.

e. Mission Essential and/or Vulnerable Areas (MEVA): Areaswhich are critical to mission accomplishment or
are vulnerable to theft/damage/attack will be identified and designated in order to focus security efforts.

f. Redtricted Areas: Areas which are considered critical or sensitive will be identified and formally designated
as "Restricted Areas' in order to give the commanders legal authority to impose special access controls.

g. Inspections. Periodic formal reviews by security specialists will be conducted in order to ensure compliance
with security standards by individual MEVA.

h. Surveys. Periodic formal reviews by security specialists will be conducted in order to assess overall physical
security programs.

i. Employment of Security Measures: Appropriate physical and procedural measures will be employed which
provide integrated deterrence, detection, and defense capabilities in order to safeguard all personnel and material
assets.

2-3. Objective

The FORSCOM Physical Security Program is an integral part of the FORSCOM Force Protection Program. It's
objective is to provide commanders with guidelines and standards for planning efficient and cost-effective local
physical security programs to protect assets from damage and loss. Installation physical security programs will be
designed to ensure effective and efficient use of resources during peacetime to meet the threats listed below.
Additionally, they will expand to allow for security measures that will include plans for security of the installation in
order to permit the rapid marshaling and deployment of forces and material during mobilization, in times of national
emergency, and war. Physical security programs must protect assets from the following threats:

Criminals

Disaffected persons

Hostile intelligence

Paramilitary forces

Protesters

Saboteurs

Terrorists

@rpoooe
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2-4. Components

Physical security is achieved through an integrated process consisting of the following basic components. Individual
components are discussed in subsequent paragraphs.

Threat assessment (para 2-5)

Duty assignments (para 2-6)

Security planning (para 2-7)

Risk analysis (para 2-8)

Mission essential and/or vulnerable areas (para 2-9)
Official designation of restricted areas (para 2-10)
Coordination (para 2-11)

Councils (para 2-12)

Conducting inspections and surveys (para 2-13, 14 & 15)
Implementing security measures (para 2-16)

T S@ oo

2-5. Threat Assessment
Physical security programs must be tailored to meet local needs. A key element of this process is assessment of the
local threat. Installations, and their equivalents, will develop a local threat statement. This statement will identify
local threats, and make full use of investigative resources available in the geographic area to anticipate criminal and
intelligence activities that threaten security of Army property and personnel. The Physical Security Threat
Assessment will be taken from the overall Force Protection Threat Statement. The local threat statement will be
included in the installation physical security plan. At a minimum, liaison shall be established with the following
agencies:

a.  Local Federal Bureau of Investigation (FBI) field office.

b. Local civilian police and sheriffs departments.

c. Instalation CID, M1 and MPI agencies.

d. Local Bureau of Alcohol, Tobacco, and Firearms field office.

2-6. Duty Assignments
An effective Physical Security Program is dependent on the formal assignment of critical security related
responsibilities. A listing of responsibilitiesis contained in Appendix B.

2-7. Security Planning

Commanders at al levels must plan for the security of the assets under their control. At installation and equivalent
levels formal physical security plans are required. Physical security plans will tie security measures together and
integrate security efforts by assigning responsibilities, establishing procedures, and ensuring subordinate plans
complement each other. The plan must have reasonable and affordable protective measures. Requirements at
different threat conditions (THREATCONS) will be identified. Appendix D contains a more detailed discussion of
physical security plans and establishes minimum requirements for the elements of aformal plan.

2-8. Risk AnalysigRisk M anagement

To determine the type and extent of the commitment of resources toward physical security programs, commanders
must assess the threat, vulnerabilities, available resources and the value of protected assets. The Army’s five step
risk management process will be utilized for physical security program design. The five steps consist of: identifying
hazards, assessing the hazards, developing controls, implementing controls, and supervision and evaluation. Risk
analysis is conducted to identify and assess hazards. The DA PAM 190-51 provides an in-depth discussion of risk
analysis.

2-9. Mission Essential and/or Vulnerable Areas (MEVA)

Physical security MEVA are areas that are considered either mission essential or vulnerable, or both. They consist
of facilities housing information, egquipment, and/or personnel that are formally designated by the installation
commander as requiring additional protection through application of increased physical security measures.
Examples of assets that should be considered for designation as physical security MEVAs are: arms, ammunition and
explosive storage rooms, facilities, or areas; airfields, aircraft parking, or aircraft maintenance areas; consolidated
supply and storage operations; finance offices; IDS monitor stations; etc. Security standards for areas commonly
designated as physical security MEVA are found in AR 190-11 and AR 190-51. This designation as a physical
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security MEV A imposes the requirement for formal physical security inspections to be conducted by the Installation
Provost Marshal or Security Office.

2-10. Restricted Areas

If access controls are required in order to safeguard assets, the area may be designated as a restricted area. Formal
designation as a restricted area gives the commander legal authority to impose access control requirements deemed
necessary. A “restricted area’ is any area to which entry is subject to specia restrictions or controls for the purpose
of safeguarding assets. Forces Command utilizes three categories of restricted area; exclusion (most secure), limited
(2d most secure), and controlled (least secure restricted area). The Glossary contains definitions of each of the
above. Within the 50 United States, the authority to designate an area as a restricted area comes from Sections
793(a) and 793(b) of Title 18, United States Code and from Section 21, Internal Security Act of 1950 (64 Stat. 1005,
50 USC 797). Thisauthority is further discussed in DOD 5200.8.

2-11. Coordination

a. The Physical Security Program requires coordination to ensure physical security plans complement each
other and security efforts are synchronized. In developing a security plan, coordination and close liaison must be
conducted. To the extent permissible, such interaction should allow for an exchange of intelligence, information on
security measures being employed, contingency plans, and any other information to enhance security. On an
installation, the host activity will assume responsibility for coordinating physical security efforts of all tenants,
regardless of the DOD components represented, as outlined in the support agreements and the host activity security
plan. The purpose of such coordination is protection in depth. Authority, jurisdiction, and responsibility must be set
forth in amanner that ensures protection and avoids duplication of effort.

b. Construction projects require coordination between security specialists and engineers. Coordination must
span the compl ete timeline from construction planning through completion of the project.

c. Coordination must be on-going between security specialist and resource management personnel to ensure
continued availability of funds for security purposes.

2-12. Councils, Working Groups, Fusion Cellsand Committees

a. Certain groups are established at the MACOM and Installation level to ensure coordinated efforts in the
implementation of Force Protection and Physical Security requirements. Army Regulation 525-13, The Army
Antiterrorism Program, and Army Regulation 190-13, Physical Security, contain guidance for the appointment and
responsibilities of committees, councils and fusion cells.

b. Ingtallation planning boards will include a physical security representative. The representative will ensure
that the provisions of the physical security regulations are considered and made a matter of record during the
planning process.

2-13. Physical Security Inspections
a The FORSCOM Physical Security Inspectionswill be conducted IAW AR 190-13, para 2-11.
b. Where available, inspections will be conducted utilizing the Security Management System (SMS).

2-14. Physical Security Surveys

a. The FORSCOM installations will complete an installation physical security survey (PSS) on at least an
annual basis. Surveys may also be appropriate when a significant change in the threat or mission occurs.

b. A completed PSS provides a formal, recorded review of an installation’s physical security program. [See
paragraph “€”’ below for discussion of a*“completed”’ survey.] The PSS provides the Commander with an assessment
of the overall security posture of the installation. The completed survey will outline the installation physical security
program’s strengths and weaknesses and provide recommended actions for the application of resources, in a
prioritized manner, for the reduction of vulnerabilities. The PSS will be reviewed by the Instalation Fusion
Cell/Force Protection Committee on an annual basis in conjunction with the submission of the annual Installation
Force Protection Status Report required by the FORSCOM Force Protection OPORD.

¢c. The FORSCOM Form 190-R will be used to record physical security survey data. This form may be
modified to cover unique command requirements. A copy of the form for reproduction purposes and instructions for
completion of the form are located at Appendix A. Survey data will be continuously maintained and updated as
needed. Data collected on this form provides a basis upon which to complete the survey as discussed in paragraph
“€" below.
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d. Specific areas evaluated in a PSS include:

(1) Identification of any security vulnerabilities based on current threat assessment.

(2) ldentification and prioritization of MEVAs and HRTSs.

(3) ldentification of existing security deficiencies. (Waivers, exceptions, pending security related engineering
work orders and crime trend indicators).

(4) Status of law enforcement and security forces.

(5) Statusof Intrusion Detection Systems (IDS).

(6) Status of security plans.

(7) Review of threat assessment procedures.

(8) Review adequacy of current threat statement.

e. The form serves only as a means for collecting pertinent data, it by itself does not complete the survey
requirement. Once the survey form has been completed, it will be used as the basis for a report from the Installation
Provost Marshal or Security Office to the Installation/Activity Commander. The completed survey will consist of a
cover memorandum to the Commander, which summarizes the physical security posture of the installation as
discussed above; the completed DA Form 2806-R, FORSCOM Form 190-R, with enclosures; and any necessary
exhibits. Examples of exhibits include maps, photographs, sketches, charts, etc. Exhibits will assist in clarifying
findings and recommendations, and assessing their criticality and degree of vulnerability.

2-15. Security Engineering Surveys

Security Engineering Surveys are the process of identifying, by means of an on-site survey, physical security related
engineering requirements associated with facility enhancements for physical security and Force Protection, including
IDS installation. Security engineering surveys will be performed when planning any new construction or renovations
to existing facilities where there are likely to be physical security requirements. See Appendix 1 to Annex O, OP-
ORD 1-98.

2-16. Security Measures

Security measures consist of procedures which enhance security and physical assets such as lights, fences, alarms,
etc. which are employed to enhance security. Security measures deter, detect, and defend (delay or defeat) the threat.
Deterrence is enhanced when measures employ randomness and are highly visible. Security measures should be
integrated and layered. Chapter 4 outlines the minimum security measures required for selected categories of Army
assets for which FORSCOM standards have been added. Additionally, selected AA& E storage standards have also
been outlined.

CHAPTER 3
Electronic Security Systems

3-1. Purpose
This chapter:

a.  Prescribes policy, responsibilities, standards, and procedures for selecting, acquiring, and using electronic
security systems (ESS) within FORSCOM.

b.  Will be used to develop intrusion detection systems (IDS) programs.

c. Does not include ESS procedures for cryptological facilities (SCIFs), those procedures are outlined in AR
380-5 and DCID 1/21.

3-2. Physical Security Equipment Overview

a Asdefined in TM 5-853-4, Electronic Security Systems (ESS) include intrusion detection systems (IDS),
closed-circuit television (CCTV) and entry control systems (ECS). These systems can be used as measures to
enhance afacilities physical security posture.

b.  When properly designed, installed, and maintained, ESS technologies are valuable additions to FORSCOM
and individual command physical security programs. Effective employment of ESS requires atotal system approach
which integrates policy, procedures, equipment, protective construction, and awareness. This requires a coordinated
effort by the employing unit and the supporting physical security office, DPW, DOIM, and DOL.

c. Electronic systems may reduce guard requirements by providing cost-effective continual surveillance,
detection, assessment, delay, response and/or access control protection.
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d. A basic IDS consists of a sensor connected to a control unit. This control unit is linked to a monitored
annunciator console. The IDS is supported by a security response force. The IDS is useless unless it is properly
operated, monitored and supported by prompt security force action when the system is activated.

3-3. Planning Guidelines

Paragraph 4-15, AR 190-13 discusses planning for ESS/IDS. Intrusion detection systems and other ESS applications
are planned, budgeted, procured, and initiated the same as other Army systems. Paragraph 4-16, AR 190-13 and
paragraphs 3-6 through 3-12 of this regulation discuss project submission and acquisition procedures.

a.  The ESS equipment projects are initiated:

(1) Astheresult of a physical security survey, risk analysis, or inspection identifying vulnerabilities which can
be reduced by the installation of ESS.

(2) To comply with regulatory requirements.

(3) To satisfy security requirements identified during the design of Military Construction Army (MCA) projects.

(4) To satisfy security requirements identified during the design of Operations and Maintenance Army (OMA)
funded renovation projects. Such projects may require the programming of OPA-3 funds if new equipment must be
purchased.

(5) To employ ESS as an alternative to guards as a means to ensure continuous surveillance or maintain access
control.

(6) To consolidate alarm monitors to conserve manpower.

b. Use of other than Integrated Commercial Intrusion Detection System (ICIDS) or Joint-services interior
intrusion detection systems (J-SIIDS) components to satisfy IDS requirements requires approval by Commander
FORSCOM OPM, ATTN: AFPM-FP, 1777 Hardee Avenue, SW., Fort McPherson, GA 30330-1062. The
FORSCOM OPM will not consider approval of commercial intrusion detection systems (CIDS) unless:

(1) The system requirement(s) exceeds the capabilities of the Alarm Monitor Group (AMG), 25 to 64 zones.

(2) The system supplements an existing commercial system.

(3) The proposed system requires exterior sensors.

(4) Thereisan architectural or technical problem with installing J-SIIDS.

(5) The CIDS would be more cost-effective than using ICIDS or J-SIIDS.

(6) A low priority non-appropriated fund requirement is involved.

c.  Programming IDS for MCA projects.

(1) When an MCA project requires a J-SIIDS, ICIDS or CIDS, provide an estimate of the required installation
funds as a line item on the front page of DD Form 1391 (FY ##, Military Construction Project Data) submitted to DA
for approval. If IDS installation funds were omitted from DD Form 1391, a user change request for the IDS will be
submitted to the MACOM.

(2) Include OPA-3 funds for the purchase of CIDS with other OPA funds.

d. Programming Installation funds.

(1) Except for MCA projects, IDS installation must be accomplished with OMA FUNDS. Purchase of ESSin
excess of $100K requires OPA3 funding. Budget Activity 11 (BA11) mission funds may be used for J-SIIDS
installation only with FORSCOM PM approval. Installations will request OMA funds for ICIDS add-ons or other
changes after initial installation has been completed.

(2) Instalationswill request OMA funds for maintenance and integrated logistics support of ESS systems.

(3) Instalation Physical Security Office, will ensure ESS/PSE acquisition, maintenance and monitoring
requirements are included on their annual MDEP RJC6 submissions for their installation OMA forecast.

3-4. Priorities

Priorities for IDS or other ESS installations depend on the asset, type of facility, and degree of protection required.
Arms, Ammunition and Explosives (AA&E) IDS requirements are listed in AR 190-11. Additional guidance
concerning other facilities where IDS should be integrated into the total security system is contained in AR 190-13,
para4-10. Prioritiesfor installation will be consistent with the guidance outlined in AR 190-13, para 4-9.

3-5. Risk Analysis

Installation Physical Security will conduct risk analyses in coordination with local security managers, organization
commanders or facility managers. Integral to the risk analysis are threat assessments, normally provided by
supporting military intelligence units and CID. Unitswill request risk analysis IAW the guidelines established in AR
190-51, para 2-2. The results of the risk analysis will be used during planning to identify, assess, and validate
physical security requirements to include the need for ESS/PSE.
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3-6. Forecasting

a. Installation Physical Security must forecast IDS and other ESS technology applications and costs before
acquisition. Forecasting ensures the availability of components and funds when the IDS is required. Forecasts will
cover a 7-year period by fiscal year. This is mandated by law, it supports the Program Objective Management
(POM) and Future Year Defense Plan (FYDP). The forecast must identify the project; location and unit project
supports; fiscal year required; justification; priority code IAW AR 190-13, para 4-9; Operations and Maintenance
Army (OMA) funds necessary to reimburse design, site preparation, and installation costs; and Other Procurement
Army (OPA-3) funds necessary for equipment procurement. Include with the forecast a consolidated equipment list
which indicates, by fiscal year, the quantity of each J-SIIDS component required.

b. Installation Physical Security will coordinate forecasts with the supporting DPW, DRM, and DOIM.
Installations will consolidate, review and prioritize forecast requirements IAW AR 190-13, para 4-9, before
submission to FORSCOM OPM.

c. Forecast submissions alone do not constitute approva for IDSs. A site survey is required prior to final
approval for funding. The results of the site survey are required to support the project request packet, which must be
submitted to FORSCOM OPM as specified in paragraphs 3-9 and 3-10 of this regulation.

d. On annual forecasts, installations will note any previously forecasted projects no longer required, any
projects suspended to another fiscal year, and any changes in funding or equipment requirements.

e. All JSIIDS should be programmed for replacement between 10 to 15 years after initial installation or last
life cycle replacement date. The service life varies from system to system. The servicing DPW will determine the
replacement date.

f. Intrusion detection system/physical security equipment technologies not forecasted, but required
immediately, may affect forecasted projects. A project request packet, prepared AW para 3-9 and 3-10, must be
submitted through FORSCOM OPM to obtain funding approval. Submission of unforecasted requirements (UFR)
must include documentation of extenuating circumstances preventing forecasting.

3-7. ldentification and Verification of Requirements
Installation Physical Security will identify and verify IDS requirements based on the following:
a.  Requirements and priorities from applicable regulations
(for example, AR 190-11, AR 190-13, AR 190-51, and AR 525-13).
b. The FORSCOM Force Protection OPORD.
c. Latest physical security inspections, surveys, and risk analyses (see AR 190-51).
d. Crime statistics.

3-8. Coordination

a  Site surveys must be conducted and submitted to FORSCOM OPM (AFPM-FP), for approval. Site surveys
are required prior to final approval of funding. Instalation Physical Security will coordinate completion of a site
survey according to the U.S. Army Corps of Engineers (Huntsville District) Procedures Guide for Intrusion
Detection Systems, or other applicable electronic security system survey guides, with:

(1) Director of Public Works (DPW). Request DPW assistance for design, estimates, and installation, by
submitting a DA Form 4283 (Facilities Engineer Work Request).

(2) Area Director of Information Management (DOIM) representative. Request in writing the DOIM provide
assistance to coordinate communication media.

(3) Director of Logistics (DOL). Request in writing that the DOL provide assistance for equipment procurement
and property book accountability.

b. Extensive or complex commercial technology projects may require the expertise and participation of the
Huntsville Division IDS Technical Center of Expertise (IDS MCX) to properly complete the survey. Requests for
such assistance must be coordinated with FORSCOM, ATTN: AFPM-FP, 1777 Hardee Avenue, SW., Fort
McPherson, Georgia 30330-1062.

3-9. Project Request Packet for J-SI1DS Projects
A project reguest packet with the following information must be sent through the Installation Physical Security, with
review and endorsement by the DPW, DOIM, and DOL, to FORSCOM OPM.

a.  Request for system approval.
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b. Photocopies of all equipment requisitions DA Form(s) 2765-1 or DA Form(s) 1348-6 completed IAW DA
Pam 710-2-1.

Note: The J-SIIDS end item components are furnished free asinitial issue to user installation(s), the components are
paid for with OPA-3 funds from U.S. Army Communications and Electronics Command (CECOM). However, J-
SIIDS replenishment components and repair parts must be funded by the user installation from OMA funds.

c. Statement identifying the basis for project submission. The statement should clearly identify that the project
was submitted to satisfy a regulatory requirement (include citation which identifies the applicable Army Regulation
number and paragraph citation down to the lowest sub-para which contains the requirement), reduce a vulnerability
identified during arisk analysis or physical security survey, or produce manpower savings.

d. Designated security level of facility, as defined in para 4-10, AR 190-13.

e. List of materials, to include cost estimate for system installation. (See, DEH Automated IDS Cost estimator
CEHND-SP-93-268-ED-ME)

f. A completed site survey and engineer blueprints or drawings of the protected area and component locations.

g. Projected fiscal year for system installation.

h. A request for Operation and Maintenance, Army (OMA) funds to reimburse design, site preparation and
installation of the system.

i. A statement that BASOPS funds are available for maintenance of the system.

j- Additional information supporting the IDS requirement (for example, physical security inspections or
surveys).

3-10. Project Request Packet for Commercial Technologies
If conditions of para 3-3 of this regulation exist, send a project request packet through Installation Physical Security
to FORSCOM OPM. The packet must include the following information:

a. A request for system approval and funding (to include cost estimates for purchase and installation).

b. Point of contact and telephone number and a funding authority to receive DD Form 448 Military
Interdepartmental Purchase Request (MIPR) from U.S. Army Communications and Electronics Command
(CECOM).

c. Statement identifying the basis for project submission. The statement should clearly identify that the project
was submitted to satisfy a regulatory requirement (include citation which identifies the applicable Army Regulation
number and paragraph citation down to the lowest sub-para which contains the requirement), reduce a vulnerability
identified during arisk analysis or physical security survey, or produce manpower savings.

d. Designated security level of facility, as defined in para4-10, AR 190-13.

e. Judtification as to why J-SIIDS/GFE security equipment cannot meet requirements.

f. Justification as to why an existing system cannot be expanded, if the selected CIDS requires an additional
monitor panel.

g. A completed site survey, technical specifications of proposed components, and engineer blueprints or
drawings to scale of the system (protected area and component locations).

h. Projected fiscal year for system installation.

i. A statement that Installation BASOPS funds are available to maintain the system.

j.  Other information supporting the requirement (for example, physical security inspections or surveys).

k.  Security Engineering Surveys which are beyond local capability may be requested through FORSCOM OPM
and accomplished on a reimbursable basis by USACE (Protective Design and/or Intrusion Detection Systems
Mandatory Centers of Expertise).

3-11. Technical Review for Commercial ESS

a.  Requests for purchase, lease, or lease renewal of commercial ESS to include; electronic entry control
devices, and closed circuit televisions (CCTVs) (if connected to an IDS and used in a surveillance or assessment
mode) will be sent through Physical Security channels to the FORSCOM PM. The OPM will forward technology
designs to USA CECOM (PSEMO) 5900 Putman Road, Ste 1, ATTN: AMSEL-DSA-PSE, Fort Belvoir, VA
22060-5420. The PM-PSE will review to ensure the design integrates compatible egquipment components to produce
an operating unit capable of providing total, reliable, and continuous monitoring. The review considers the
following:

(1) Evaluation of physical security requirements to determine if the system or equipment will significantly
improve protection.
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(2) Evaluation of the technical specifications and design of requested CIDS/CPSE technologies to determine
suitability for use with other DOD standardized systems or commercial systems already in use or under devel opment.

(3) Evaluation to ensure the requested system counters the threat without unnecessary expenditure of funds.

b. Commercial ESS technologies may be approved if it is determined that DOD standardized equipment is not
reasonably available, is not cost-effective, or does not meet the requirements of a particular facility.

c. Technical review of standardized physical security equipment (i.e., J-SIIDS) is not required.

3-12. IDS Acquisition Procedures

a.  Under no circumstances will installations procure or alow security technologies to be installed without
FORSCOM Provost Marsha approval. The FORSCOM Provost Marsha will review system requests/submission
packets in coordination with ODCSENG.

b. Joint Services Interior Intrusion Detection Systems (J-SIIDS), installation customers/users will prepare
reguisitions in accordance with AR 725-50 and submit requisitions through the appropriate DOL property book
officer (PBO). Initia issue items are funded by CECOM and are at no cost to the user for new instalation.
Installation customers/users must pay for replacement of non-expendable components.

c. Commercia IDS (CIDS) or other commercial Electronic Security Systems (ESS) that has been approved by
FORSCOM, the installation DPW will initiate procurement using negotiated procurement procedures.

3-13. Physical Security Plans

a. Installation physical security planswill identify IDS locations and include the following:

(1) Type of area or structure being protected.

(2) Type of sensors used.

(3) Type response forces required and source providing the response forces.

b. Detailed instructions concerning monitoring procedures, response force procedures, testing and inspection
requirements, actions in the event of power failure, and identification of auxiliary power sources will be included in
an annex to the Force Protection Plan and/or Installation Physical Security Plan.

c. Associated with the physical security plan, the Installation will maintain an IDS/ESS database which includes
the following:

(1) Using unit.

(2) Building, room number and type facility protected.

(3) Dateof installation or life cycle replacement.

(4) Fecility priority code IAW para4-9, AR 190-13.

(5) Monitor location.

(6) Monitor personnel.

(7) Typesystem.

(8) Manufacturer name.

(9) Typesensorsin use.

(10) Source providing Response Force.

3-14. IDS System

a  System Overview. TheIDS consists of intrusion sensors connected to a monitor cabinet backed by a security
response force. Intrusion sensors detect through sound, vibration, motion, electrostatic emissions, and light beams.
Information concerning categories of sensors and their recommended use is contained in Chapter 7, FM 19-30.
Technical criteriais provided in TM 5-853-4.

b. Categories of Sensors.

(1) Penetration Sensors. Sensors that detect penetration of a protected area, including entry through doors,
windows, walls, floors, ceilings, and other openingsin aroom.

(2) Volumetric Sensors. Sensors that detect the movement of an object inside a protected area.

(3) Duress Switches. Switches that are activated by an armorer, employee, duty personnel, guard, or protected
person to call for assistance.

(4) Point Sensors (Magnetic Sensors, Capacitance Proximity Sensors). Sensors designed to detect the attempted
removal of an item from its normal position within the protected area (for example, weapons racks, storage cabinets,
safes, security containers, desks).
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3-15. Recommended Sensors

a. Balanced magnetic switches are the recommended primary sensors for detecting the opening of doors and
windows. These switches are used in conjunction with passive ultrasonic or passive infrared sensors secured to
ceilings, walls, and floors.

b. Grid wire sensors or vibration sensors may be used for securing floors, walls and ceilings, and openings such
as doors and windows.

¢. Capacitance proximity sensors may be used for detection inside a facility and are recommended to protect
class 5 weapon containers.

d. Duress aarmswill be used in all arms rooms and may be used in other areas, if required, in conjunction with
balanced magnetic switches and motion sensors, to provide a means of signaling a response force in a robbery or
duress situation.

3-16. Description of System Components

Technica Manuals (TMs) 5-6350-264-14-1 and 5-6350-264-14& P-2 through 5-6350-264-14& P-13 identify the
individual components that form a J-SIIDS. The TM 5-6350-280-23& P and TM 5-6350-280-10 address the Alarm
Monitor Group. Comparable CIDS components must meet or exceed the criteriain applicable TMs. Listings/
applications of other available government furnished physical security equipment components/systems can be
obtained from CECOM.

3-17. Location of IDS Components

Selection and application of J-SIIDS are prescribed in Technical Bulletin (TB) 5-6350-264. The ESS must meet or
exceed the criteria in TB 5-6350-264 and TM 5-853-4. Commercial sensors should follow ICIDS-1 Functional
Purchase Descriptions (FPDs) for ICIDS commercial sensors. Refer to ICIDS-11 Selection Application Installation
Guide (SAIG). Additional guidanceis as follows:

a.  Sensors should be positioned in protected areas at locations providing maximum protection. Enough sensors
should be used to ensure the entire area is protected without operating the sensors at maximum sensitivity.

b. The control unit normally will be mounted on the interior wall of the protected facility (excluding Class V
weapons containers) as close as possible to the main entrance. Control units may be mounted on the outside of
ammunition and explosive storage structures if they are secured inside alocked security container.

c.  The monitor cabinet should be positioned to ensure the status displayed is not obstructed from the continual
view of monitor personnel. A required location for the monitor station is not specified because IDS locations must
be evaluated individually and locations approved by the respective commander.

d. Theduress darm (commercial or J-SIIDS aarm latching switch) will be positioned inside the protected area
at a location where it is readily available to on duty personnel and can be operated without being observed by an
intruder. The preferred location is on the floor under issue windows. If issue windows are not used, the switch
should be located under the armorer's desk or on the floor adjacent to the main entrance door frame.

e. Wheninstalled at designated sites, the audible alarm will be located on the outside of the protected area and
mounted as high as possible on the protected structure wall or utility poles. Thiswill prevent tampering and increase
the sound effect. The audible alarm must be accessible to maintenance personnel.

3-18. System Wiring Diagram

A system installation wiring diagram and grid wire dimensional diagram will be made for each protected area. The
diagrams indicate which sensors are installed and show color-coded interconnections between each sensor and the
control unit. System options (for example, alarm option, length of time delays, type of monitor to which the module
system reports, signal transmission option) should be indicated on the diagram. The diagram will serve as an aid to
maintenance personnel when repairs are needed. Wiring diagrams or other instructions developed by the installer to
assist maintenance personnel will be kept inside the control unit. System wiring diagrams and associated site
specific information must be classified at the classification of the level of the area protected. The minimum
classification level will be “For Official Use Only.”

3-19. Transmission Linesand Backup Power

In FORSCOM, if undetected access to transmission lines between the control unit and monitor cabinet is possible,
line supervision will be provided. Signal transmission line supervision is atechnical electronic safeguard to monitor
whether an electrical circuit has been broken, grounded or shorted. |f undetected access between the sensors and
control unit is possible, wiring will be contained in rigid conduit or EMT will be used. Class B lines, lines that are
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not supervised, and systems that do not conform to the above will be upgraded. A backup power source or
uninterruptable power supply will be provided for each control unit and monitor cabinet and must be capable of
lasting at least 4 hours or 24 hours for off-post USAR facilities.

3-20. Installation

a.  Planning for ESS technology applications must include coordination with the local area DOIM representative
to ensure data transmission have line compatibility. Coordination will ensure the availability of dedicated
transmission media when installation begins.

b. Installation Physical Security will ensure that only trained and qualified personnel install IDS/PSE. The
DPW personnel will install IDS/PSE technologies unless installation is to be performed by contract. The TMs
5-6350-264-14-1 and 5-6350-264-14&P-2 through 5-6350-264-14&P-13 explain how to install J-SIIDS
components.

c. Contractor-installed IDS/PSE technologies will be inspected by trained or certified DPW/DEH personnel
before the installed system is accepted. Performance criteria required for acceptance of CIDS/commercial security
technologies will meet or exceed the criteria in applicable TBs and TMs. The ICIDS and other commercia 1DS
require a certified System Administrator.

d. Inaccordance with paragraphs 4-13b and ¢, AR 190-13, a post completion evaluation may be requested from
the IDS Mandatory Center of Expertise (Huntsville), to ensure the IDS was properly installed and is being
maintained a the appropriate level. This evaluation is required for CIDS/CPSE projects. Funding for this
evaluation must be programmed through FORSCOM PMO and will be included in OMA forecasts.

3-21. Personnel Suitability and Reliability Checks

a.  Reguirements for personnel suitability checks and clearances will be clearly stated in contracts.

b. Commanders may develop command-oriented background check requirements consistent with the local
threat situation, sensitivity of the facilities protected, and the vulnerability of the facilities served.

3-22. IDS Operating Procedures

a. Two people are usualy required to operate an IDS; one at the control unit and the other at the monitor
cabinet. The monitor station operator must be a responsible person who can aert a security or response force during
an adlarm. The control unit operator must be the person designated to unlock and lock the protected area. The
operator contacts the monitor station operator to verify the protected areais being opened or secured.

NOTE: TheICIDS does not require the control unit operator contact the monitor station operator. The control unit
operator interfaces with the central computer by utilizing a PIN to provide access/secure status to the zone being
protected and does not normally interact with the monitor station operator.

b. Thethree basic modes of IDS operation are:

(1) Secure. The IDS are operated in the secure mode when a protected area is secured or is not open to
authorized personnel. Alarms (intrusion, tamper, and duress) are processed and routed to the status modules.
Alarms, except the duress alarm, are routed to an audible alarm, if used. An exit time delay is provided to allow
authorized personnel to turn the control unit mode switch to secure and leave the protected area without creating a
latched alarm. The ICIDS and other CIDS utilize a key pad and do not use control unit mode switches.

(2) Access. The IDS are operated in the access mode when a protected area is open to authorized personnel.
IDS are set to prevent intrusion alarms from being routed to the status modules and the audible alarm. Tamper and
duress alarms are routed to the status modules, but only tamper alarms are routed to an audible alarm. An entrance
time delay is provided to allow authorized personnel to enter the protected area and turn the control unit mode switch
to access without triggering an audible alarm or activating the status module alarm. The ICIDS and other CIDS
utilize akey pad and do not use control unit mode switches.

(3) Test/Reset. The test/reset mode is used when maintenance is being performed on a system. In this mode
IDS are set to prevent alarms from being routed to the audible alarm, rather they are routed to status modules. On
receiving alarm input, an audible signal in the control unit is activated for 10 seconds as an aid to IDS testing. If the
mode switch is placed momentarily in the test/reset position, the audible alarm is reset and silenced. If the mode
switch is switched from the test/reset position to the secure position, all processed alarms are cleared if the sensor
inputs have ceased to be darmed. The ICIDS and other CIDS utilize a key pad and do not use control unit mode
switches.
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c.  The monitor console operator and control unit operator will use duress procedures. Supervisory personnel
will establish duress procedures for use at the monitor cabinet location. Procedures should be changed at least
quarterly or when a security compromise is suspected. Only personnel involved in opening or securing the protected
area and monitor personnel should have access to duress procedures.

d. Intrusion detection system sensors will activate at the monitor station. A duress alarm at the monitor console
will be relayed to response forces by the monitor operator using the fastest means available (preferably direct voice
communication). If possible, the monitor station should be located with the response force.

e.  Monitor stations will be staffed continuously to ensure fast response to alarm conditions. Monitor personnel
will not be assigned any additional type of duty that diverts their attention from the monitor console.

3-23. Record Keeping
DA FORM 4930-R (AlarmVIntrusion Detection Record) will:

a. Be used to log daily IDS operations. For computer-driven monitors that provide a printout of system
activity, only information not on the printout need be entered on the DA Form 4930-R (for example, weather, patrol
dispatch, time to clear).

b. Include at least the following information -

(1) Time.

(2) Date.

(3) Location of alarm.

(4) Identity of the person receiving the alarm.

(5) Cause of thealarm.

(6) Actiontaken in responseto the alarm.

¢. Bemaintained at the monitor station for 60 days after the last entry and destroyed thereafter unless required
for investigative purposes.

3-24. Maintenance

Installation Physical Security will ensure that only trained and qualified personnel maintain IDS/ESS. Trained or
certified DPW/DEH or DOL personnel perform maintenance of ESS unless maintenance is performed by contract.
The TM 5-6350-264-14-1 provides guidance on maintenance of J-SIIDS components.

a.  Unit level maintenance is restricted to general cleaning type maintenance (for example, dusting and wiping
clean the exterior portion of IDS components with adry cloth). Do not paint IDS components.

b. Contractor-installed ESS will be maintained as specified in the Government maintenance contract. The
contractor should be required to perform routine maintenance inspections no less than 6 month intervals.

c. Organizational personnel will perform periodic preventive maintenance checks and services. Conditions
requiring repair will be reported to DPW/DEH/DOL within 2 hours for corrective action. The DPW/DEH/DOL will
make necessary repairs as soon as possible. The IDS required by regulation should be repaired within 6 hours during
norma duty hours and within 24 hours during norma non-duty hours to avoid excessive security manpower
requirements.

3-25. Logistics Procedures

a. Instalation DPW/DEH/DOL are responsible to maintain, repair, and stock expendable repair parts for IDS.

b. Supporting maintenance activities will order and stock only those expendable repair parts needed to perform
J-SIIDS maintenance and repair.

c. Initial requisitions for new GFE DS accountable components are submitted through the servicing installation
property book officer (PBO).

d. The GFE IDS users will initiate requests for replacing unserviceable GFE IDS equipment sets declared as
nonexpendable items coded “N” in the Army Master Data File (AMDF). Users will submit requests for supply
action and provide applicable fund citations. After receipt, GFE IDS users (requisitioner of the end item) will submit
arequest to the DPW for quality surveillance (bench check) and installation of the equipment.

e. If JSIIDS components fail on initia installation, procedures in AR 702-7-1 will be used, and a Standard
Form (SF) 368 (Product Quality Deficiency Report) will be submitted by DEH. Each end item or repair part failure
isan individual action and must be treated as such. Proceduresin AR 710-2, DA PAM 710-2-2 and AR 725-50 will
be used by DOL s to requisition replacement parts for faulty components.

f.  Government Furnished Equipment users will maintain PMO approva documents, requisitioning information
(such as complete requisition numbers, date of order, listing of components) and any other information necessary to
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track the procurement process effectively. Requesters will make periodic checks with their servicing DOL to check
the status of ordered equipment.

g. TheIDS component accountability will be maintained in accordance with AR 710-2, DA PAM 710-2-1 and
AR 735-5.

h. The DPW isresponsible for maintaining IDS drawings and updating the drawings when changes occur.

i. Installations must ensure maintenance contracts or other methods are in place to ensure ICIDS/CIDS systems
are properly maintained.

3-26. Responseto Alarms

a.  General. Installation Directorate of Public Safety or Physical Security Officer establishes alarm response
policy. The policy, implemented through local Force Protection and Crisis Management Plans, must include
designation of response force type, size, armament, etc.

b. Useof Force. Installation Public Safety Officer or Physical Security Officer will establish procedures on the
use of force according to AR 190-14.

c. Duties. The response force will observe, report, and take action as directed by the response force
commander. The response force must:

(1) Belocated so it can respond promptly to an activated alarm. In no case will arrival at the scene exceed 15
minutes from alarm activation.

(2) Go to the protected area and determine the cause of the alarm. A telephone call to the protected areais not
an acceptabl e response when an alarm sounds.

(3) Neutralize an actual alarm condition of any alarm in the protected area (d below).

d. Response Procedures. The proceduresin (1) through (6) below are recommended when an alarm is received
from a protected area.

(1) When an alarm is announced at the monitor station, the operator will notify the response force commander
and the MP desk sergeant and give the location and time of the alarm.

(2) Theresponse force will be sent to the building or site where the alarm has been activated.

(3) The response force will block all entrances and exits. One or more members of the response force will be
posted at each entrance as they arrive or as instructed by the senior response force member. No one will be allowed
to enter or exit the building.

(4) The senior response force member will supervise a search of the protected area to determine whether or not
an intrusion or attempted intrusion has occurred. If there are no signs of a break-in, the senior response force
member will inform the monitor station operator and MP desk sergeant, and normal duties will be resumed.

(5) If an intrusion has occurred or was attempted, the senior response force member will inform the monitor
station operator and the MP desk sergeant, and temporarily detain witnesses or suspects until informed of the action
to be taken by the response force officer in charge (OIC) or noncommissioned officer in charge (NCOIC). The
response force OIC or NCOIC will secure the area and request MP assistance to summon the appropriate
investigative agency (for example, CID or military police investigator).

3-27. Inspections
Physical security inspectors will:

a  Conduct an IDS systems check during security inspections and surveys required by ARs 190-11 and 190-13.

b. Conduct operations and functions inspections of IDS during scheduled physical security surveys and
inspections to ensure sensors, signal processors, control units, and monitor consoles/cabinets work. Inspectors will
use available installation manual's, contract statements of service, and modification work orders for this purpose.

c. Visualy inspect components and conduits for evidence of tampering.

d. Physical Security inspectors will also review engineer drawings of the various zones to ensure sensor and
control unit locations are as indicated on the drawings.

3-28. Access Roster

a. A roster of personnel authorized to open and secure the protected area will be provided to the monitor
station. The roster will indicate name, social security number, and telephone number of personnel at the protected
area. The commander of the protected area will sign the roster. The roster will be kept where it is readily available
to the monitor station operator and out of sight to unauthorized personnel.

b. Installation Physical Security will obtain the list of trained and qualified IDS/PSE equipment installation and
mai ntenance personnel from appropriate activities, verify their security screening, and provide this list to the monitor
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station and protected areas. The installation security manager will verify and authenticate the roster. The roster will
indicate name, social security number, security clearance or background/records check as applicable and telephone
number of authorized personnel. Only personnel who have had favorable checks will be included on the roster. To
prevent unauthorized tampering with IDS, only personnel listed on this roster are permitted to perform maintenance.

3-29. Key Control

During initial installation and test phase of IDS, the installing activity will maintain key control. On completion of
the final test and acceptance of the IDS, control and accountability of IDS keys become the responsibility of the unit
or activity commander. Keyswill be controlled IAW AR 190-11, para 3-8 and AR 190-51, Appendix E.

3-30. Movement of IDS Componentsor Systems

a. Installed IDS is “personal property, equipment in place” and must be accounted for on unit and installation
property books.

b. Activity and facility closure and organization moves and inactivation's may invalidate the need for certain
IDS. Commanders, in coordination with the supporting DPW, will identify inactive IDS which may be lateraly
transferred to other locations. The IDS components removed from closing installations will be turned in to
installation Property Book Officers. Installations may keep removed components, if needed, to back fill outstanding
requisitions or to fill maintenance float densities. Disposition of excess components will be coordinated through the
DOL. Sufficient advanced planning will be taken to program for the ICIDS or CIDS contractor to remove and/or
install azone without invalidating warranty or life cycle contractor logistics (LCCS).

CHAPTER 4
Security Standards

4-1. Purpose
This chapter provides policy and procedure for safeguarding Army assets. This section summarizes security
reguirements from AR 190-11, 13, 16 and 51 and establishes FORSCOM minimum security standards.

4-2. Implementing Guidance

Not all assets can or should be given the same level of security. Efficient and cost-effective security is achieved by
using resources based on local threat assessment and risk analysis. Security resources (manpower, equipment and
money) are limited and must be used in response to the criticality of the asset and the risk to or vulnerahility of the
protected asset. This chapter contains only minimum standards at the various risk levels, local commanders are
responsible for determining increased security measures, as necessary, to meet local conditions. When employing
security measures, to the extent possible; use a mix of measures, layer the protection, and employ measures at
random.

4-3. Waiversand Exceptions
Installation Provost Marshal Offices will submit requests for waivers and exceptions to the physical security
requirements of this regulation to the CDR, FORSCOM, ATTN: AFPM-FP, 1777 Hardee Avenue, SW., Fort
McPherson, GA 30330-1062.

4-4. Minimum Security Standards

a.  The purpose of these tables is to clearly identify the security requirements for various categories of Army
assets. Listed below are the minimum security standards (requirements) for selected categories of Army property as
extracted from applicable regulations. Additionally, FORSCOM specific requirements are established and identified
(FORSCOM Reg 190-13). The DA requirements are in abbreviated form, you must refer to the referenced source
for the full explanation.

b. In paragraph 4-4.d. and 4-4.e, the various categories of property are identified. A detailed list of required
security measures, per category, is provided in subsequent tables.
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c. Some categories of assets are protected depending on the level of risk, others (such as AA&E) are protected
at an absolute standard - regardless of risk. The determination of appropriate risk levels requires performance of a
risk analysis IAW DA Pam 190-51, Risk Analysis for Army Property. Local plans must take into account the
existing THREATCON when determining the risk level to which protection will be provided.

d. Below is an index of tables containing categories of assets that are protected based on an analysis of the
existing risk. Risk levels are classified as either |, Il or 11l. Risk level 11l requirements are the most stringent.
Tables do not include all categories of property listed in AR 190-51, those categories for which FORSCOM
standards have been added are listed.

Table 4-1: Aircraft, AC Components and Aviation Facilities

Table 4-2: Unarmed Vehicles

Table 4-3: Armed Vehicles and Towed Weapons Systems/Components

Table 4-4: Night Vision Devices and other Communications and Electronics Equipment

Table 4-5: Headquarters

e. Below are categories of assets that are protected based on an absolute minimum standard that does not vary
based onrisk. The AA&E security standards are based on AA&E categories established in AR 190-11.

Table 4-6: Unit Arms Rooms

Table4-7: AA&E inBulk Storage

Table 4-8: AA&E in Transit (by non-commercial motor vehicle)

Table 4-9: AA&E in Transit (by rail)
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TABLE 4-1. AIRCRAFT, COMPONENTS& AVIATION FACILITIES

a RiskLevd |
1. Lock aircraft ignition & doors............cceveueee AR 190-51, para 3-3e
2. Control ignition/door Keys .........ccccecvvvrurnnene AR 190-51, para 3-3e

3. Park in most secure hanger or structure available,
otherwise, park AC in proximity to each other and

away from perimeter ........cccoovveevenennenn AR 190-51, para 3-3e
4. Have awritten Security Plan .........c.ccccoeevneee AR 190-51, para 3-3f
5. Appoint a Physical Security Officer .................. AR 190-51, para 3-3f
6. Conduct security check every 4 hours.................. AR 190-51, para 3-3f
7. Control accessat all times...........ccccevvenenne. AR 190-51, para 3-3f
8. Designate airfield as "restricted area” .............. AR 190-51, para 3-3f
9. Prohibit POV parking ........cccceevvevennenienens AR 190-51, para 3-3f
10. Secure accessory equipment such as boarding
ladders, vehicle tugs, €tc. ........coovvveeeenenne. AR 190-51, para 3-3f
11. Close coordination with local authorities —......... FORSCOM REG 190-13

12. Have communications with response & police forces ....FORSCOM REG 190-13
13. Have an active countersurveillance program........... FORSCOM REG 190-13
KRRREERF SRR SR (ATFOraft With AAGE ADOBIT)Y* ¥4+ Kk kkkkkxkkkkx kA k kKA 445
14. Park inlighted area .........cccooeveenerieennne AR 190-51, para 3-3b
15. IDS or continuous surveillance.............c...c...... AR 190-51, para 3-3b
16. When possible, remove weapons to secure
storage area or make inoperable ..........c........... AR 190-51, para 3-3b
*rkkkkkk (Aircraft with missiles/rocketsin ready to fire configuration)********
17. Provide 24 hour armed guard surveillance.............. AR 190-11, para5-8c

*******************(Aircraft Wlth C|a$|fled equipment)***********************

14. See AR 190-51, para 3-3d.
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b. Risk Level Il

1. All requirements from Level |

2. Protect with perimeter fencing .........ccccccceeee AR 190-51, para 3-3e
3. Hourly security check ........ccocooereeiienennne AR 190-51, para 3-3f
c. Risk Level Il

1. All requirements from Levels| & 11
2. Parkinlighted areas ..........c.ccooveevercnnnne AR 190-51, para 3-3e

2. IDS or continuous surveillance ....................... AR 190-51, para 3-3f
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TABLE 4-2. UNARMED VEHICLES

a RiskLevd |
1. Lock vehicles & control keys..........ccccveeeniene. AR 190-51, para 3-5e
2. Post of f limitSSigNS ....ccveeeeee v AR 190-51, para 3-5e

3. To the maximum extent practicable, park in motor
pools protected by fence or by guards................. AR 190-51, para 3-5d

4. Remove & secure uninstalled accessories/equipment.....AR 190-51, para 3-5e
5. Prohibit master-keyed locks for multiple vehicles.....AR 190-51, para 3-5e

6. Secure items such as bolt cutters, torches, etc.
that could be used to defeat vehicle security ........ AR 190-51, para 3-5e

7. Check every 4 hours ........cccoovveveenieneennn AR 190-51, para 3-5f
8. Prohibit POV's from motor pools...........c.c....... AR 190-51, para 3-5f
b. Risk Level Il

1. All requirements from Level |

2. Light parking areas ........ccoceeeverenecnienen AR 190-51, para 3-5e

3. Park vehicles at least 20 feet from fence............. AR 190-51, para 3-5e

4. Control entry to & exit from motor pool .............. AR 190-51, para 3-5f

5. Segregate & observe certain vehicles ................. AR 190-51, para 3-5f

6. Check every 2 hours ........cccocevevncnennnenn AR 190-51, para 3-5f

7. Spot check for dispatch & operator’s permiit .... .. . FORSCOM REG 190-13
c. Risk Level Il

1. All requirements from Levels| & 11

2. Use ground anchorsfor trailers ..o AR 190-51, para 3-5e

3. Place certain vehiclesin secured garages ............ AR 190-51, para 3-5e
4. Post as Restricted Area.......cocccevereeenienne AR 190-51, para 3-5f

5. Provide writt