LEGAL ISSUES FOR SYSTEM ADMINISTRATORS

1.  INTRODUCTION. 

    THIS COURSE IS DESIGNED TO HIGHLIGHT THE LEGAL ISSUES INVOLVED WITH MONITORING GOVERNMENT ELECTRONIC COMMUNICATIONS.

2.  CONSTITUTIONAL OVERVIEW.

    A.  4TH AMENDMENT.

        “THE RIGHT OF THE PEOPLE TO BE SECURE IN THEIR PERSONS, HOUSES, PAPERS, AND EFFECTS AGAINST UNREASONABLE SEARCHES AND SEIZURES SHALL NOT BE VIOLATED,” AND NO WARRANTS SHALL ISSUE, BUT UPON PROBABLE CAUSE ...

    B.  1ST AMENDMENT.

        “CONGRESS SHALL MAKE NO LAW ... ABRIDGING THE FREEDOM OF SPEECH, OR OF THE PRESS ...”

    C.  INTERSTATE COMMERCE CLAUSE.

    D.  4TH LANDMARK AMENDMENT CASE - 480 US 709 (1987),  O’CONNOR V. ORTEGA.

        --CASE INVOLVES ISSUES OF 4TH AMENDMENT PRIVACY PROTECTION IN THE WORKPLACE.

        FACTS:  DOCTOR WAS EMPLOYEE IN A STATE HOSPITAL.  HOSPITAL ADMINISTRATORS BECAME CONCERNED ABOUT POSSIBLE IMPROPRIETIES IN HIS CONDUCT, PLACED HIM ON ADMINISTRATIVE LEAVE WHILE AN INVESTIGATION WAS CONDUCTED.  


   --WHILE ON LEAVE, HOSPITAL PERSONNEL SEARCHED DOCTOR’S OFFICE SEVERAL TIMES AND SEIZED PERSONAL ITEMS AND STATE-OWNED ITEMS.


   --DOCTOR TERMINATED.


   --DOCTOR BROUGHT ACTION UNDER CIVIL RIGHTS, 42 USC §1983 ALLEGING STATE OFFICIALS ACTED UNDER COLOR OF STATE LAW TO VIOLATE HIS 4TH AMENDMENT RIGHTS.


   --DISTRICT COURT - SUMMARY JUDGMENT (SJ) FOR STATE OFFICIALS.


   --9TH CIRCUIT - SUMMARY JUDGMENT FOR DOCTOR.

- REVERSED AND REMANDED FOR MORE FACTS.

PLURALITY, PER JUSTICE O’CONNOR:


   1.  QUESTION OF WHETHER PUBLIC EMPLOYEES HAVE A REASONABLE EXPECTATION OF PRIVACY IN THEIR WORKPLACE MUST BE ASSESSED ON A CASE-BY CASE-BASIS.


   2.  GREATER EXPECTATION OF PRIVACY IN DESK AND FILE CABINETS THAN OFFICE ITSELF.


   3.  PUBLIC EMPLOYER’S INTRUSION INTO CONSTITUTIONALLY PROTECTED PRIVACY INTERESTS FOR WORK-RELATED REASONS, INCLUDING WARRANTLESS SEARCHES FOR INVESTIGATION OF MISCONDUCT, SHOULD BE JUDGED BY A STANDARD OF REASONABLENESS UNDER ALL THE CIRCUMSTANCES.


   4.  NO SJ, NEEDS MORE FACTS.

5TH VOTE, JUSTICE SCALIA:


   1.  OFFICES, FILE CABINETS, AND DESKS ARE COVERED BY 4TH AMENDMENT PROTECTION.


   2.  WORK-RELATED SEARCHES DO NOT VIOLATE 4TH AMENDMENT, EVEN WITHOUT WARRANT OR PROBABLE CAUSE.


   3.  NO SJ, NEED MORE FACTS.

--DISSENT--


   1.  EXPECTATION OF PRIVACY IN THE WORKPLACE.


   2.  REASONABLE EXPECTATION OF PRIVACY IN DESK AND FILE CABINET.


   3.  NO WARRANT - 4TH AMENDMENT.

THIS CASE ESTABLISHES THAT:


   1.  THERE IS 4TH AMENDMENT PROTECTION IN THE PUBLIC WORKPLACE.


   2.  GOVERNMENT EMPLOYER CONDUCT WITH RESPECT TO THAT 4TH AMENDMENT PROTECTION WILL BE JUDGED ON SAME TYPE OF REASONABLENESS STANDARD.

    E.  1ST AMENDMENT CASE, RENO V. AMERICAN CIVIL LIBERTIES UNION, 117 S.CT. 2329 (1997).


   --CASE INVOLVES THE ACLU AND OTHERS CHALLENGE COMMUNICATIONS DECENCY ACT (ATTEMPT TO REGULATE PORN TO CHILDREN) - HOLDS PORTIONS OF IT UNCONSTITUTIONAL IN VIOLATION OF THE 1ST AMENDMENT.


   -CASE IS IMPORTANT BECAUSE IT WAS AN EARLY ATTEMPT BY SUPREME COURT TO APPLY 1ST AMENDMENT PROTECTION TO INTERNET AND E-MAIL.


   -7 FOR, 2 DISSENT IN PART AND CONCUR IN PART.

POINTS OF INTEREST:


   -DISTINGUISHES INTERNET FROM THE BROADCAST SPECTRUM - BROADCAST IS “SCARCE” EXPRESSIVE COMMODITY.  INTERNET IS ANYTHING BUT “SCARCE.”  CONSEQUENTLY, THERE IS NO BASIS FOR QUALIFYING THE LEVEL OF 1ST AMENDMENT SCRUTINY THAT SHOULD BE APPLIED TO THIS MEDIUM.


   -”THROUGH USE OF CHAT ROOMS, ANY PERSON WITH A PHONE LINE CAN BECOME A TOWN CRIER WITH A VOICE THAT RESONATES FARTHER THAN IT COULD FROM ANY SOAPBOX.”


   -FULL 1ST AMENDMENT PROTECTION  -  NOT ALLOWING LIMITATIONS LIKE IT DOES TO BROADCAST MEDIUM (AS WITH FCC) - ALSO, RADIO WAVES ARE INVASIVE.  INTERNET, YOU CAN CHOOSE WHETHER OR NOT TO HAVE ACCESS.


   -MAJORITY REJECTS CONTENTION THAT CYBERSPACE CAN BE “ZONED.”


   BECAUSE ZONING LOOKS TO SECONDARY IMPACT OF THE SPEECH.  PORN THREATENS TO BRING BAD THINGS TO NEIGHBORHOODS.  ZONING PROTECTS NEIGHBORHOODS.  DOESN’T IMPACT SPEECH.


   -ATTEMPTS TO ZONE CYBERSPACE DON’T GO TO SECONDARY IMPACTS.  GO TO SPEECH ITSELF.  THIS IS WHERE DISSENT DISAGREES.  WOULD ALLOW THE ZONING OF CYBERSPACE.

FOOD FOR THOUGHT:


   -CAN WE BLOCK ACCESS TO GOVERNMENT SYSTEMS BY OUTSIDERS?  UNDER THE COMPUTER FRAUD AND ABUSE ACT, WE CAN TO OUR CLASSIFIED AND OTHER GOVERNMENT PRIVATE STUFF.  WHAT ABOUT FORUMS?  E-MAIL?


   -CAN PRIVATE INDIVIDUALS SOLICIT GOVERNMENT EMPLOYEES VIA E-MAIL?  210-7.  INSTALLATION COMMANDER CONTROLS ACCESS TO INSTALLATION FOR SOLICITATION PURPOSES.  NO TELEPHONE SOLICITATION.  WHAT ABOUT AR 600-29, THE CFC REG EXCLUSIVE?


   -CAN WE BLOCK ACCESS OUTSIDE OUR SYSTEM BY GOVERNMENT EMPLOYEES?  WE ALREADY LIMIT FREE SPEECH AND OTHER 1ST AMENDMENT FREEDOMS.  HATCH ACT.  ETHICS RULES.

STATUTES

1.  TITLE III OF THE OMNIBUS CRIME CONTROL & SAFE STREETS ACT OF 1968.

    “WIRETAP STATUTE”

    -PROHIBITED THE INTERCEPTION OF ORAL COMMUNICATIONS BY AN INTERCEPTION DEVICE TRANSMITTED BY A COMMON CARRIER.

    -MEANT TO DEAL WITH TELEPHONE WIRETAPS AND LISTENING DEVICES.

    -DID NOT APPLY TO “TEXT, DIGITAL, OR MACHINE COMMUNICATION,” I.E., E-MAIL.

    -DID NOT APPLY TO PRIVATELY OPERATED INTERCOMMUNICATION SYSTEMS.

    -DID NOT APPLY TO EXTENSION TELEPHONES.  NOT INTERCEPTING DEVICE “EXTENSION TELEPHONE EXCEPTION.”

2.  ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1986 - 18 USC §2510 ET SEQ.

    A.  ADDED “ELECTRONIC COMMUNICATIONS.”  VERY BROAD DEFINITION - INCLUDES E-MAIL AND SIMILAR MESSAGES.

    B.  APPLIES TO PRIVATE NETWORKS AS WELL AS COMMON CARRIERS.

    C.  ADDED “STORED COMMUNICATIONS.”  SEE 18 USC §2701 ET SEQ.

    D.  RAISED LIMITS OF PRIVATE RIGHTS OF ACTIONS.

    E.  EXTENSION TELEPHONE EXCEPTION:  EXPANDED TO INCLUDE ELECTRONIC COMMUNICATIONS “INTERCEPTING DEVICE BE FURNISHED BY A PROVIDER OF WIRE AND ELECTRONIC COMMUNICATIONS SERVICE IN THE ORDINARY COURSE OF ITS BUSINESS” AND USED BY A SUBSCRIBER IN THE ORDINARY COURSE OF HIS BUSINESS.


   --ALLOWS AN EMPLOYEE OF A PRIVATE COMMUNICATIONS SYSTEM TO INTERCEPT OTHER EMPLOYEE MESSAGES SO LONG AS DOING SO IS WITHIN THE NORMAL COURSE OF EMPLOYEE’S EMPLOYMENT AND THE INTERCEPTION OCCURS AS A RESULT OF A NECESSARY ACTIVITY OR OCCURS AS A RESULT OF PROTECTING THE PROVIDER’S RIGHTS OR PROPERTY.


   --ECPA - EXPRESSLY PROHIBITS A WIRE COMMUNICATIONS PROVIDER TO THE PUBLIC FROM ROUTINE OBSERVATIONS OR RANDOM MONITORING FOR QUALITY CONTROL.


   --IS SILENT ON THIS POINT ABOUT ELECTRONIC COMMUNICATIONS.


   --VERY FEW CASES TO FLESH OUT THE STATE OF LAW WITH RESPECT TO EMPLOYERS MONITORING EMPLOYEES’ E-MAILS.


   --CASES MOSTLY UNDER WIRE COMMUNICATIONS, NOT E-MAIL.


   --NO AUTOMATIC EXPECTATION OF PRIVACY ON EMPLOYEE’S TELEPHONES, ON THE ONE HAND, BUT --


   --NO AUTOMATIC RIGHT TO MONITOR PERSONAL CALLS.


   --ANOTHER EXCEPTION  --CONSENT-- BY ONE PARTY EXPRESS OR IMPLIED CONSENT.  HERE IS AREA OF BANNER WARNINGS.  TO RAISE IMPLIED CONSENT AND ALSO LOWER EXPECTATIONS OF PRIVACY, SAME WITH POLICIES.

PUBLIC LAW 99-508 (SECTION 107):  NOTHING IN THIS CHAPTER OR CHAPTER DEALING WITH WIRETAP PROCEDURES WILL AFFECT THE CONDUCT, BY OFFICERS OR EMPLOYEES OF THE US GOVERNMENT IN ACCORDANCE WITH OTHER APPLICABLE FEDERAL LAW, UNDER PROCEDURES BY ATTORNEY GENERAL, FOR FOREIGN SURVEILLANCE.

3.  COMPUTER FRAUD & ABUSE ACT, 18 USC §1030.

    --DESIGNED TO PROTECT INFORMATION IN COMPUTERS.

    (a)(1) - PROTECTS CLASSIFIED INFO  --  IF UNAUTHORIZED OR EXCEEDS AUTHORITY  --  WITH INTENT TO USE INFO TO INJURE US.

    (a)(2) - PROTECTS CONFIDENTIAL INFO IN COMPUTERS TO INCLUDE:



   a) FINANCIAL INSTITUTIONS & CONSUMER CREDIT RECORDS.



   b) CONFIDENTIAL US GOVERNMENT INFORMATION



   c) CONFIDENTIAL INFO ON PROTECTED COMPUTERS IF IMPACTS INTERSTATE COMMERCE.

    (a)(3) - ACCESSES NON-PUBLIC OR NON-PUBLIC PART OF COMPUTER WITH PUBLIC ACCESS, AND SUCH CONDUCT AFFECTS THAT USE OF COMPUTER.    (US GOVT USED)

    (a)(4) - ACCESSES A PROTECTED COMPUTER WITH INTENT TO DEFRAUD AND OBTAINS ANYTHING OF VALUE  --  OR IF JUSTIFIED TO USE COMPUTER AND VALUE OF SUCH USE EXCEEDS $5,000 IN A 1 YEAR PERIOD.

    (a)(5)(A) - KNOWINGLY CAUSES THE TRANSMISSION OF A PROGRAM, INFORMATION, CODE, OR COMMAND, AND SUCH CONDUCT INTENTIONALLY CAUSES DAMAGE WITHOUT AUTHORIZATION TO A PROTECTED COMPUTER.

    (a)(5)(B) - INTENTIONALLY ACCESSES PROTECTED COMPUTER WITHOUT AUTHORIZATION AND SUCH CONDUCT RECKLESSLY CAUSES DAMAGE.

    (a)(5)(C) - INTENTIONALLY ACCESSES A PROTECTED COMPUTER WITHOUT AUTHORIZATION AND THE ACCESS CAUSES DAMAGE.

    (a)(6) - KNOWINGLY AND WITH INTENT TO DEFRAUD TRAFFICS IN ANY PASSWORD OR SIMILAR INFORMATION, THROUGH WHICH COMPUTER CAN BE ACCESSED WITHOUT AUTHORIZATION IF -


  (A) - TRAFFIC AFFECTS INTERSTATE OR FOREIGN COMMERCE.


  (B) - SUCH COMPUTER USED BY US GOVERNMENT.

    (a)(7) - WITH INTENT TO EXTORT FROM ANY PERSON, ETC., ANY $ THING OF VALUE - BY THREAT TO CAUSE DAMAGE TO PROTECTED COMPUTER.

-- OTHER TRADITIONAL LAWS MAY APPLY.

4.  FOREIGN INTELLIGENCE SURVEILLANCE ACT.

    -NORMALLY DONE BY FBI AND NSA.

    -50 USC §1809.

    -A PERSON IS GUILTY OF AN OFFENSE IF HE INTENTIONALLY --

     (1)  ENGAGES IN ELECTRONIC SURVEILLANCE UNDER COLOR OF LAW EXCEPT AS AUTHORIZED BY STATUTE, OR

     (2)  DISCLOSES OR USES INFO OBTAINED UNDER COLOR OF LAW BY ELECTRONIC SURVEILLANCE NOT AUTHORIZED BY STATUTE.

    -DEFENSE:  A LAW ENFORCEMENT OR INVESTIGATIVE OFFICER ENGAGED IN COURSE OF OFFICIAL DUTIES AND SURVEILLANCE AUTHORIZED BY SEARCH WARRANT OR COURT ORDER.

    -1811 - PRESIDENT, THROUGH ATTORNEY GENERAL, MAY AUTHORIZE ELECTRONIC SURVEILLANCE WITHOUT COURT ORDER TO ACQUIRE FOREIGN INTELLIGENCE INFO FOR A PERIOD UP TO 15 DAYS AFTER CONGRESS DECLARES WAR.  AR 381-10  BE AWARE OF STATE LAWS AND CASELAW, STATE AND FEDERAL.

REGULATIONS
1.  AR 380-53, “INFORMATION SYSTEMS SECURITY MONITORING” -- INTEL REGS.

    PARA 1-1.  PURPOSE -


b.  THIS REGULATION DOES NOT PERTAIN TO --


    (7)  SYSTEM & NETWORK ADMINISTRATORS PERFORMING C2 PROTECT FUNCTIONS (SEE APPENDIX 6, AR 380-19) IN ORDER TO KEEP THEIR OWN AUTOMATED INFORMATION SYSTEMS INFRASTRUCTURE OPERATIONAL AND SECURE.  THIS EXCEPTION IS LIMITED TO PERFORMING VULNERABILITY ANALYSIS OF THE OPERATING SYSTEMS OF AUTOMATED INFORMATION SYSTEMS (AISs) DIRECTLY UNDER THE CONTROL OF THE SYSTEM AND/OR NETWORK ADMINISTRATORS.


    (8)  THE USE OF INTRUSION DETECTION SYSTEMS (IDS) ON AIS WHEN THE IDS IS ONLY USED TO MONITOR COMMUNICATIONS PROTOCOLS, SYSTEMS CONTROL INFORMATION, AND SPECIFIC COMMAND, CONTROL, OR WORDS ASSOCIATED WITH COMMONLY ACCEPTED OR KNOWN PENETRATION TECHNIQUES.  THIS EXEMPTION DOES NOT AUTHORIZE USERS OF SUCH TOOLS TO CONDUCT PENETRATION TESTING OR ACCESS THE CONTENT OF ANY COMMUNICATION.

DEFINITION - PARA 1-3C.


-INFORMATION SYSTEMS SECURITY MONITORING - THE ACT OF LISTENING TO, READING, COPYING, OR RECORDING ONE’S OWN OFFICIAL TELECOMMUNICATIONS TO PROVIDE MATERIAL FOR ANALYSES, SO THAT THE DEGREE OF SECURITY BEING PROVIDED TO THOSE TELECOMMUNICATIONS OR AUTOMATED INFORMATION SYSTEMS MAY BE DETERMINED.

2.  AR 380-19 - GIVES INFORMATION SYSTEMS SECURITY MISSION TO DISC4.  APPENDIX G - SYSTEMS ADMINISTRATORS -

    -ARMY RECOGNIZES NEED OF SYSTEMS ADMINISTRATORS TO IMPLEMENT PROCEDURES THAT ASSIST IN THE IDENTIFICATION OF SYSTEM VULNERABILITIES - BUT DON’T HAVE UNLIMITED LATITUDE TO CONDUCT THESE ASSESSMENTS -

    -G-1.  SPELLS OUT SYSTEMS ADMINISTRATOR’S RESPONSIBILITIES.

    -RESPONSIBILITIES TO NOTIFY ACERT AND LIWA.

3.  JER 2-301 - USE OF TELECOMMUNICATIONS AND OTHER RESOURCES.

    SOURCES OF HELP - INSTALLATION SJA’S AND LEGAL OFFICES.

    a.  PROBLEMS - THEY DON’T SPEAK YOUR LANGUAGE AND AREN’T EXPERTS, BUT THAT IS THEIR PROBLEM, NOT YOURS.  ASK FOR HELP.  ASK FOR GUIDANCE.

    b.  DOJ HOMEPAGE - GREAT SOURCE OF KNOWLEDGE ON THESE AREAS.

    c.  ETHICS COUNSELORS - GET TELECOMMUNICATIONS ISSUES PUT IN MANDATORY ETHICS TRAINING.
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