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5.19  Information Management

The Performing Activity (PA) shall provide information management services in support of the Installation’s mission and support operations; in support of tenant operations consistent with Inter-Service Support Agreements (ISSA), Memorandums of Understanding, and Memorandums of Agreement; and in support of other Army activities within Fort Polk’s geographical designated support area (TE IM-2). Information management services shall consist of, but not be limited to, telecommunications services, automated data processing services, postal services, records and publications services, and tactical (radio) communications services.  All information services shall be performed in accordance with AR 25-1 and DA Pam 25-1-1,  the Joint Technical Architecture – Army and the JRTC & Fort Polk Installation Technical Architecture (ITA) (Copies of both are available in the Technical Library).  

Workload presented is based on historical data at Fort Polk.  The PA’s workload may be different based on internal processes and procedures.

5.19.1  Administration and Management.

5.19.1.1  Information Management Planning.

The PA shall assist the government with both tactical (short-range) and strategic (long-range) information management planning as requested.  Tactical planning is defined as up to one year into the future and strategic planning is defined as greater than one year.  Assistance shall include, but not be limited to, providing technical guidance, developing plans, or describing current information management system(s).  The government develops information management strategic plans on at least an annual basis.  A copy of DOIM’s Information Management Strategic Plan is available in the Technical Library.

5.19.1.2  Information Management Status Report/Presentation Requirements.

The PA shall assist the government in responding to inquiries and demands, gathering information, and preparing material as required by the Contracting Officer. Typical data requests include, but are not limited to, metric identification, budget data, and long range requirements/goals.

FY99 Workload: 200 inquiries/presentations prepared. 

5.19.1.3  Project Management/Systems Planning.

The PA shall plan, coordinate, gather data, estimate cost and provide management studies to the Government to include Military Construction Army (MCA) Projects.  Projects shall be completed within the established schedule and cost estimate.  IT infrastructure projects must comply with Installation Information Infrastructure Architecture (13A) guidelines.  Customer satisfaction shall be maximized and service disruptions held to a minimum. Project management includes, as a minimum, the following tasks:

5.19.1.3.1  Determine and define Information Management (IM) requirements.

5.19.1.3.2  Coordinate with higher headquarters, technical support agencies, end-users (Government and military personnel), and vendors.

5.19.1.3.3  Survey components and sites for capabilities.

5.19.1.3.4  Perform engineering and design studies/analyses.

5.19.1.3.5  Re-engineer business processes.

5.19.1.3.6  Prepare cost estimates (equipment, construction, etc).

5.19.1.3.7  Procure and store parts, supplies, and services.

5.19.1.3.8  Identify critical safety, security, and privacy assurance requirements.

5.19.1.3.9  Identify required resources, project schedules, and milestones necessary for project completion.

5.19.1.3.10  Identify project risks (technical, cost, schedule, etc.) and include strategies for managing the risks.

See examples of IM Projects in the Technical Library.  Workload is located with the specific tasks in the PWS.

5.19.1.4  Service Support (Help Desk).

The PA shall have a single point of contact for all information management tasks except telephone support.   Ensure Installation tenants and activities shall be able to report problems, ask questions, and make service requests during regular duty hours  (Monday-Friday 0800-1630, except holidays).  

The PA shall be able to receive and document service requests during non-regular duty hours and respond to critical and major requests as required by the Field Officer of the Day (FOD) or the Operations Group Training Analysis Computer Support/ Simulations (TACSS).

FY99 Workload:

10 FOD calls per month.  

Service request workload requirements are located in TE IM-4.

The PA shall perform the following tasks including, but not limited to:

5.19.1.4.1  Receive and answer service requests, log and track inquiries and problems, determine resolution requirements, resolve problems, and document the solution(s). See Representative Types of Service Requests available in the Technical Library.

5.19.1.4.2  Ensure all systems (PCs, servers, and network components) are operational for customer use at least 98% of customers regular duty hours.  Preventive maintenance on major servers and major network components shall be performed during non-duty hours unless approved by the Contracting Officer in advance.  Provide at least 48 hours notice to the Contracting Officer prior to performing system maintenance that disrupts service to customers.

5.19.1.4.3  Prioritize and respond to service requests in the order in which they are received and according to priority.  Response times shall be as follows:

5.19.1.4.3.1  Critical Request – Mission capabilities have been lost.  Requires immediate action.  Work shall commence within ten (10) minutes of receiving the service request during regular duty hours and within thirty (30) minutes during non-regular duty hours.  Approximately 3% of service requests are classified “Critical”.

5.19.1.4.3.2  Major Request– Mission capabilities have been adversely affected with potential to lose mission capabilities.  Requires prompt action. Work shall commence within one (1) hour.  Approximately 3% of service requests are classified “Critical”.  Approximately 7% of service requests are classified “Major”.

5.19.1.4.3.3  Minor Request– The potential to affect mission capability exists.  Requires prompt attention.  Work shall commence within one duty day of receiving the service request. Approximately 88% of service requests are classified “Minor”.

5.19.1.4.3.4  No Alarm Request– Mission capabilities are not affected.  Requires routine actions.  Work shall commence within ten (10) duty days of receiving the service request.  Approximately 2% of service requests are classified “No Alarm”.

5.19.1.5  Reimbursable Services.

The PA shall obtain and coordinate cost information monthly for the purpose of reimbursements for information technology services provided to tenants, rotations, and activities with non-common services.  These information technology services shall include, but not be limited to, network related installs, cellular, FTS2000, and DSN services. The PA shall forward the information, within two days of availability, in a spreadsheet format (TE IM-5) to the appropriate budget cell for the transfer of funds as required. 
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5.19.2  Automated Systems Support and Services.

The PA shall provide automated applications support to all authorized personnel (tenant, military units, rotations, etc.) as required.  Office automation services and support incorporate IBM-compatible microcomputers, local area networks (LAN), wide area networks (WAN), campus area networks (CAN), minicomputers, servers, and peripheral equipment.  Microcomputers and minicomputers currently run under the Microsoft Windows platform, Windows NT, UNIX, or NOVELL operating systems.

5.19.2.1  Electronic Mail (E-Mail).

The PA shall provide the capability to send and receive electronic mail messages both on and off post in accordance with the Army’s standard e-mail system requirements and industry’s best business practices.  The PA shall perform the following tasks including, but not limited to:

5.19.2.1.1  Defense Messaging System (DMS) Services.  Continuously maintain the DMS (or current messaging system/application), to transfer classified and non-classified data within DOD (See DMS Description, available in the Technical Library). Provide e-mail services/capabilities to include, but not limited to, maintaining e-mail accounts, monitoring and maximizing system utilization, installing/enhancing changes and upgrades, and diagnosing and resolving problems. As a minimum, the PA shall update accounts to include name, rank, position, phone number, and building number. The PA shall submit all e-mail account requests to the Contracting Officer for approval. Provide support for the MISSI/FORTEZZA encryption for electronic signing and/or encryption of messages for the Installation.  (This system will eventually replace the legacy e-mail system.)  The PA’s personnel shall have the appropriate clearance to perform work on the DMS, which is located in a Top Secret facility.  

Workload: (DMS will not be 100% operational throughout Fort Polk until approximately January of 2000.)
	DMS Workload
	FY99
	FY00
	FY01
	FY02
	FY03
	FY04
	FY05

	No. Secure Accounts
	      0
	     16
	2400
	3200
	3200
	3200
	3200

	No. Non-secure Accounts
	    17
	     75
	2700
	2700
	2700
	2700
	2700

	SUBTOTAL:
	    17
	     91
	5100
	5900
	5900
	5900
	5900

	Legacy E-Mail Accounts
	5883
	 5809
	  800
	      0      
	      0
	      0
	      0

	TOTAL
	5900
	 5900
	5900
	5900
	5900
	5900
	5900


5.19.2.2  Internet/Intranet Services.  

The PA shall perform the following tasks including, but not limited to:

5.19.2.2.1  Design, develop, and maintain the Fort Polk Home Page, web sites, and bulletin board capabilities as required.  Updates shall be posted within one (1) duty day from receipt unless a later posting date has been specified or agreed to by the web master. The Government shall approve all web page development prior to allowing Internet/Intranet access.  Assist organizations registering Universal Resource Locators (URLs) with the National Information Center (NIC).

	Types
	Quantity

	Web Pages
	18


5.19.2.2.2  Assist requesting organizations with establishing their own domain names. The PA shall submit all domain name requests to the Contracting Officer for approval.

5.19.2.2.3  Operate Internet access in accordance with Command Policy #63.  (TE IM-12)

5.19.2.3  Desktop Computing Services.

Desktop computing services are defined as the provision of networked (LAN, WAN, CAN), portable, and stand-alone PC/workstations (DOS, Windows, UNIX).  The PA shall provide hardware and software support to Installation personnel to include, but not be limited to, troubleshooting problems, procuring hardware/software, adding/upgrading software, installing hardware, and repairing hardware as required.   Whenever available, the PA shall procure and install Commercial Off The Shelf (COTS) software to meet requirements.  Site licenses as outlined in AR 25-1, para 6-2c(2) shall be used where appropriate. The PA shall submit in writing to the Contracting Officer the unique application specifications and justifications prior to development of unique applications.  

Workload requirements are located in TE IM-4.

The PA shall perform the following tasks including, but not limited to:

5.19.2.3.1  Maintain Hardware and Software.  Maintain and repair hardware and software for desktop systems as required.  Diagnose, troubleshoot, and repair systems as required.   Hardware and software density as of September 1999 is depicted in the table below. See Sample Typical Configuration available in the Technical Library. 

	Equipment Inventory 

(As of September 1999)

	Cluster, Controller
	14

	Computer – Desktop
	2556

	Computer – Laptop
	517

	Disk Drive – External
	214

	Disk Drive – External CD
	139

	Docking Station
	18

	Facsimile
	197

	Modem
	298

	Monitor
	2785

	Plotter
	10

	Port Replicator
	1

	Printer – Color Graphics
	41

	Printer – Portable Laptop
	150

	Printer – Daisy Wheel/Dot Matrix/Laser
	1782

	Scanner
	312

	Sheet Feeder
	25

	Tape – External
	39

	Zip Drive
	16


	Software
	% Of Computers Using Software

	Calendar Creator
	12.06

	Corel Draw
	2.13

	Dbase 3.0
	2.83

	Dbase 4.0
	4.61

	Dbase 5.0
	2.13

	DOS 4.0
	.35

	DOS 5.0
	1.77

	DOS 6.0
	1.77

	DOS 6.2
	3.19

	DOS 6.22
	26.6

	Enable 2.15
	.35

	Enable 4.0
	1.77

	Enable 4.5
	3.19

	Enable O/A
	.35

	FormFlow (Jetform)
	30.85

	Harvard Graphics 3.0
	12.06

	Harvard Graphics 5.0
	.35

	Harvard Graphics 6.0
	1.03

	Lotus 1-2-3
	7.09

	Lotus Approach
	.35

	Lotus Notes
	.35

	Office 4.0
	2.13

	Office 4.2
	2.83

	Office 4.3
	29.79

	Office 97
	53.9

	Outlook 97
	.35

	Schedule Plus
	.35

	Win 3.11
	39.36

	Win 95
	45.04

	Win 98
	1.42

	Win NT
	12.77

	Word Perfect 5.1
	1.06

	Word Perfect 6.0
	5.32

	Word Perfect 6.1
	5.67

	Word Perfect 6.2
	1.06


5.19.2.3.2  Turn In Equipment.  Assist customers with the preparation of equipment for turn-in by performing technical inspections in accordance with DoDD 7950.1, AR 710-2, and DA Pamphlet 25-1-1 on the equipment being turned in. The serviceability/repairability determination shall be predicated on age of equipment and cost of repairs as deemed by the PA to be in the best interest of the Government. 

5.19.2.3.3   Software excess to the needs of the serviced activities shall be reutilized or disposed of in accordance with AR 25-1, paragraph 6-2h.

Workload: 2232 inspections.  

5.19.2.4  Network Services.

5.19.2.4.1  The PA shall provide all functions to design, develop, maintain, upgrade, and support the Installation computer/data network.  Network support services consist of LAN inter-networking infrastructure, including Gigibit switches, routers, wiring, hubs, bridges, and servers; WAN inter-base connections with links to remote locations, end-users, and WAN-connected devices; and stand-alone (local and remote) devices that are part of the systems.  Transmission facilities include copper-based wiring (private circuits, virtual lines, and dial-up), and single mode fiber optics cabling.  Fort Polk is primarily configured as a star topology with 15 Area Distribution Nodes (ADN) within the WAN.  An ADN is a local distribution point that provides connectivity to other buildings in the same geographical area. The Installation Information Infrastructure Modernization Program (I3MP) is scheduled for completion in August 2002 at which time the I3MP contractor will provide technical support to the PA in accordance with the Common User Interface Transport Network (CUITN) warranty. (Copy provided in the Technical Library)
5.19.2.4.2  The PA shall ensure network drops are operational including, but not limited to, checking for hardware/software conflicts, network addressing, and editing corresponding databases. (TE IM-10 and TE IM-11)
	# of LAN drops added FY99
	871


5.19.2.4.3  The PA shall manage, as implemented by Fort Polk, the Army DISN Router Program (ADRP), theTop Level Architecture (TLA), the Tri-Service Infrastructure Management (TIMPO) Project, Standard Army Management Information Systems (STAMIS), and the Terminal Server Access Controller System (TSACS).

5.19.2.4.4  The PA shall perform the following tasks including, but not limited to:

5.19.2.4.4.1  Connect Users to Network.  Install and configure both hardware and software for user/customer access to network resources.  The PA shall submit all requests for network access to the Contracting Officer for approval prior to giving the user access.

5.19.2.4.4.2  Network Expansion. Receive requirements from authorized customers for installation of cable (adding drops, running fiber, etc.) inside and/or outside buildings. The PA shall develop specifications, prepare material and labor estimates for each project and submit to the Contracting Officer.    Prepare and submit a weekly Projects Status Report in accordance with CDRL DOIM 1.

Workload: 240 Work Orders  
5.19.2.4.4.3  Maintain/Upgrade Network Capabilities.  Provide current technologies in accordance with Army initiatives and standards as approved by the Contracting Officer.  Install, maintain (test, evaluate, and repair), and upgrade network devices (hubs, routers, switches, multiplexors, bridges, gateways, etc.) and software for security and connectivity.

5.19.2.4.4.4  Identify, validate, and document existing and future LAN, CAN, and WAN network requirements.  Update government-furnished as-is drawings within five duty days of a change.

5.19.2.4.4.5  Review and survey physical network components and sites to determine requirements for new and/or upgraded systems connectivity. 

5.19.2.4.5  System Administration (Servers).  Install new or upgraded software and hardware, configure commercial software applications on servers, and perform server maintenance to support technology advances, mission changes, emergency fixes, or customer requirements as approved by the Contracting Officer.

5.19.2.4.5.1  Identify and assign IP addresses to nodes and provide PC/server connectivity to the Installation LAN.

5.19.2.4.5.2  Implement backup and recovery procedures to prevent loss of data and software. The tapes shall be stored in a separate building from the servers.  Full back up of servers shall be performed at least daily. (TE IM-10 and TE IM-11)

5.19.2.4.6  Assist and coordinate with other LAN’s including, but not limited to, military network LAN’s not included in this PWS.  Provide support in the form of connecting other LANs to the Installation network and troubleshooting connections. 

Workload: See TE IM-4.  TE IM-10 and TE IM-11 provide additional information.

5.19.2.5  Standard Army Management Information Systems (STAMIS).

The PA shall coordinate with the functional analyst and assist with STAMIS operations.  Workload requirements are located in TE IM-6.

The PA shall perform the following tasks including, but not limited to:
5.19.2.5.1  Ensure Tactical STAMIS Availability.  This includes, but is not limited to, loading, troubleshooting, minor and major hardware problem resolution, and maintaining a supply of alternate hardware to be used while the prime hardware is in repair.

5.19.2.5.2  Ship and receive tactical STAMIS equipment to and from the Forward Repair Center (FRC) in accordance with AR 750-1.

	FY99
	# of Ship & Return Actions

	
	140


5.19.2.5.3  Ensure Non-Tactical STAMIS Availability. This includes, but is not limited to, downloading updates, troubleshooting, and providing viewing access to customers. Provide users with output files and a monthly CD-ROM. 

5.19.2.5.4  Attend STAMIS Meetings.  Coordinate and attend various video teleconferences, briefings, lectures, conferences, and workshops on logistical STAMIS issues.  Host Installation site visits from higher headquarters pertaining to STAMIS operations as required by the Contracting Officer.

5.19.2.5.5  Develop Scripts for STAMIS.  Design, write, and implement scripts and databases to automate functions or tasks in support of readiness requirements as directed by the Contracting Officer.

5.19.2.5.6   Support higher headquarters directed software/programs that are replacing or updating existing software/programs.

5.19.3  TeleCommunications and data network circuit Support and Services.

The PA shall operate, maintain, and coordinate communications support and services to include, but not limited to, Installation telecommunications support, data network circuit and cable support, and telecommunications administrative and records processing support.

5.19.3.1  Telephone System Usage Control Program.

In accordance with AR 25-1 and DA Pam 25-1-1, the PA shall develop a Telephone System Usage Control Program that provides reasonable, if not absolute, assurance that telephone calls at the Installation using GFE are made to conduct only official government business or are in the best interest of the Government.  The program shall be submitted to the Contracting Officer for approval at least 30 days prior to contract start and as changes occur. The PA shall perform the following tasks including, but not limited to:

5.19.3.1.1  Serve as Telecommunications Control Officer (TCO) for PA telephones.  (The government will have TCOs for the Government staff, military, and tenant activities located at the Installation.)

5.19.3.1.2  Provide all TCOs with monthly telephone utilization and cost data, call detail reports from FTS2000, DSN, and OCONUS usage, any unusual bills, and calling card and 800 number bills before the 15th of each month for review and certification. The TCOs are responsible for validating phone bills, coordinating reimbursement with individuals, coordinating service requests, and signing the monthly phone bills within 10 days.  (See TCO duties available in the Technical Library)

5.19.3.1.3  Process Bills and Obtain Payments.  Receive, review, distribute, and process bills for payment for telephone services for the Installation in accordance with the PA’s Telephone System Usage Control Program.  Collect, record, and deposit monies into the bank for charges for unofficial telephone calls; receive and deposit monthly lease payments from the local carrier. Prepare and submit SF Form 1034 through the Contracting Officer to the regional Defense Finance Accounting Service (DFAS) for payment of telephone services on a monthly basis.

5.19.3.1.4  Provide and Maintain Personal Identification Numbers (PINs).  Randomly generate, record, control, issue, and cancel PINs for tracking DSN and FTS2000 telephone calls upon receiving a work order from the TCO.  Ensure PINs are never duplicated.  All PINs shall be issued within one duty day following receipt of the request.

Workload: 3,153 requests for new/delete PINs.  (Source:  FY99 ABC Data)
5.19.3.1.5  Provide and Maintain Telephone Control Numbers (TCNs).  Randomly generate, record, and issue TCNs for distribution to telephone operators and to the FOD for use by individuals in making OCONUS, DSN and commercial overseas telephone calls for official government business.  Each TCN is used only once.  All TCNs shall be generated and distributed within one duty day following receipt of the request.  

Workload: 4,984 control numbers issued. 

5.19.3.2  Telecommunications Support and Services.

The PA shall coordinate all telecommunications support and services to include, but not limited to: hardware installation, repair, and maintenance; service (local and long distance); and OCONUS, FTS2000, DSN, calling card, and 800 number support. 

The PA shall accept, review, and process telephone service requests.  The PA shall maintain records of support and service, and provide these records to the Contracting Officer upon request.

The PA shall perform the following tasks including, but not limited to:

5.19.3.2.1  Coordinate Administrative Telephone System (ATS) Contract.  Coordinate all actions required to physically lay, install, connect, terminate, move, and/or disconnect fiber and copper cable, data network circuits, telephones, switches, and related telephone system equipment in accordance with the ATS contract DAAB32-99-D-0008 (See the ATS Contract available in the Technical Library).

5.19.3.2.2  The PA shall review all work orders, except repairs, to determine customer requirements, identify proper Contract Line Item Numbers (CLINs) and due dates, send work orders through the designated Government Representative to the ATS vendor, verify completed work, and reconcile with the vendor monthly.  Submit DD Form 250, with supporting documentation, to the designated government representative for payment approval.  Provide cost estimates for additions and changes to existing service using a Local Service Request (LSR), DA Form 3938, as requested by customers, and perform site surveys with cost estimates for special projects.  Process and submit work orders to the ATS vendor within two duty days.

5.19.3.2.3  Attend and participate in ATS contract performance evaluation meetings as required by the designated government representative.

FY99 Workload: 3562 Work Orders Processed. 

5.19.3.2.4  Distribute and Publish Telephone Directories.  The PA shall annually coordinate the publishing of the Installation telephone directorie with  the Installation PAO.   Updated directory information shall be obtained from the ATS contractor. The Installation directorie shall be made available  through the internet. Commercial telephone directories are provided to the PA from the local commercial provider (i.e. Bell South) on an annual basis free of charge.   10,000 hardcopies of the Installation telephone directory and 3,000 hardcopies of the commercial telephone directory will be made available.

5.19.3.2.5  BASECOM Coordination.  Coordinate BASECOM communication services (within a 20-mile radius) for Installation personnel. 

5.19.3.2.5.1  The PA shall receive service requests, obtain quotes, recommend a vendor, and submit a Commercial Communications Work Order (CCWO), DD Form 1367, to the designated Government Representative and submit a copy to Fort Huachuca.  The PA shall request quotes from the vendor within two duty days of receiving the service request. For those tasks where a Communications Service Authorization (CSA) (See the sample CSA available in the Technical Library) does not currently exist, the PA shall submit costs through the designated Government Representative to Fort Huachuca requesting communications service authorization be established for the customer.  The CSA must be established before submitting a CCWO.  The PA shall validate invoices, review/re-certify CSAs annually and submit changes to CSAs to the designated Government Representative..  Report work that is not performed to the specified standards immediately to the designated Government Representative.

5.19.3.2.5.2  Annually, the PA shall, based on designated Government Representatives direction, review and revalidate (R&R) all BASECOM CSA’s for the Installation, submit the completed R&R forms to the designated Government Representative. 

Workload:

5.19.3.2.5.3  Number  of telephone lines (R&R data): 144

5.19.3.2.5.4  Number of CCWOs and LSRs: 109


5.19.3.2.5.5  Number of CSAs (includes review and revalidation): 45

5.19.3.2.6  Long-Haul Telephone Services.  Coordinate long-haul communication services (beyond a 20-mile radius) for authorized customers.  Coordinate with vendors performing the work as required.  Coordinate circuits with the designated Government Representative.

5.19.3.2.6.1  The PA shall receive service requests, submit the associated FORSCOM validation number and Program Designator Code (PDC) to the Contracting Officer for approval. Develop a Request for Service (RFS) in accordance with DA Pam 25-5 using the Telecommunications Service Request Editor (TSRE), download the RFS to the Message Text Form Editor (MTF), and submit through the Contracting Officer to Fort Huachuca and FORSCOM, track the RFS progress, and prepare delayed service reports as applicable.   After the work is completed by the vendor, verify the completion and quality, submit an in-effect report to the designated Government Representative.  

5.19.3.2.6.2  Every two (2) years  the PA shall R&R all long-haul CSA’s for the Installation, submit the completed R&R forms to the designated Government Representative.  (See Long Haul R&R, available in the Technical Library)

5.19.3.2.6.3  Use the Billing Analysis Report Tool (BART) to distribute bills to the TCOs for FTS2000, OCONUS, calling card, and 800 number billing verification.  GSA will provide BART to the PA.

5.19.3.2.6.4  Download an invoice from the Fort Huachuca Direct Cost Payout (DCP) database for DSN, SIPRNET, NIPRNET, and other dedicated services billing.  Check and verify correct billing within three duty days of bill availability.

5.19.3.2.6.5  Coordinate with other MACOMs and Agencies to ensure that other dedicated circuits that terminate on Fort Polk are installed and working properly.  Provide assistance by ensuring all paperwork is properly completed for other RFS or circuits generated elsewhere.

5.19.3.2.6.6  Receive and Issue Equipment.  Receive equipment from DISA and issue equipment (modems, cards, cables, etc.) to the ATS vendor to meet the RFS requirements.

5.19.3.2.6.7  Provide and Maintain Calling Cards.  Process user requests for and cancellation of calling cards for CONUS and OCONUS calling.  The PA shall submit requests with complete justification to the Contracting Officer via an RFS  within two (2) duty days.  (See the RFS to Order Calling Card, available in the Technical Library)

5.19.3.2.6.8  Obtain and distribute calling cards, maintain records of each card received. Review and revalidate the requirement for each card at least semi-annually.  Immediately initiate the cancellation of cards not required by submitting a RFS in accordance with DA Pam 25-5.   (See the RFS to Cancel Calling Card, available in the Technical Library) 

5.19.3.2.6.9  Workload:

5.19.3.2.6.10  Number of R&R CSAs = 101 (each CSA has only one circuit).  
5.19.3.2.6.11  Number of RFSs = 31

5.19.3.2.6.12  Number of In-Effect Reports = 15.  

5.19.3.2.6.13  Number of other dedicated circuits = 19.  Each CSA has more than one line. 
5.19.3.2.6.14  Number of requests for equipment = 14.  

5.19.3.2.6.15  Number of calling cards maintained = 212. 

5.19.3.2.6.16  Number of requests for calling cards or requests for cancellations = 84. 

5.19.3.3  Leased Cable Pairs.

The PA shall coordinate compensation by the telephone company for the lease of government-owned equipment (cable pairs).  The PA shall perform an annual inventory by calendar year end, reconcile cable line usage with the telephone company, determine reimbursement, update contract records, and provide the updated CSA to the designated Government Representative.  On a monthly basis, the PA shall prepare an invoice (based on inventory and the reconciliation) for the amount of leaseback compensation payment due to the Government, send an invoice to the telephone company, and ensure payment is received within 30 days.  For those instances where the Government needs to reimburse the telephone company, the PA shall notify the Contracting Officer immediately with the amount owed and total usage broken down by government and the telephone company usage.  The PA shall maintain records from the telephone company on cables installed and used as provided.

FY99 Workload: 911 lines leased from Fort Polk as of June 1999.

5.19.3.4  Long Term Life Cycle Support Contract (LTLCSC).

The PA shall coordinate the LTLCSC contract with Fort Monmouth.  The LTLCSC covers purchasing of new items, and repair and return of all switch parts. The PA determines requirements, submits DA Form 3953 to the Contracting Officer for approval and submits the approval form to Fort Monmouth for service.  Upon receipt of items in need of repair, the PA shall pack and ship within three duty days.  (See the LTLCSC Contract, available in the Technical Library )

Workload: 74 items shipped for repair and 294 new items purchased in FY99.  

5.19.3.5  Special Telecommunications Projects.

The PA shall provide all services for special projects outside of the ATS parameters as required within time and quality constraints agreed to with the Contracting Officer.  Special projects are typically used for the expansion of outside/inside plant.  Outside Cable Rehabilitation (OSCAR2) is one source for accomplishing special projects outside of the ATS contract.  The PA shall perform the following tasks including, but not limited to:

5.19.3.5.1  Coordinate the OSCAR2 contract through Fort Monmouth.  OSCAR2 covers the expansion of telephone offices and cable plant (See the OSCAR2 Contract, available in the Technical Library).  The PA determines the requirements,, submits DA Form 3953 to the Contracting Officer for approval and submits the approved form to Fort Monmouth for service.

Workload: Once per year.  

5.19.3.6  Cellular Telephone Service.

The PA shall coordinate cellular telephone services provided by US Unwired under contract DAKF24-98-D-002, including activations and deactivations.  The PA shall submit all requests for activations and/or change of service to the Contracting Officer for approval.  Prepare and forward, on a monthly basis, DD Form 250, Fort Polk Form 139, and DA Form 3953 with certified bills to the Contracting Officer for review and payment of cellular telephone services. The PA shall prepare cost estimates, prepare and submit contract documents and vouchers, monitor contract performance, and reconcile and update contract records.  The PA shall report any discrepancies to the Contracting Officer immediately.

Workload: 

5.19.3.6.1  
# of Activation/Deactivation Requests=988.

5.19.3.6.2  
Total number of cellular phones=687.

5.19.4  Radio and Spectrum Management Support.

The PA shall provide radio and spectrum management in accordance with AR 25-1, DA Pam 25-1-1, AR 380-19, and AR 5-12 to support authorized customers requiring tactical, non-tactical, communications, and non-communications frequencies.

Spectrum management support shall include, but not limited to: receiving and assigning frequencies; advising of spectrum supportability requirements; providing spectrum monitoring for all frequency bands; providing both tactical and non-tactical communications electronic support; designing and distributing the Installation Signal Operating Instructions (SOI); and coordinating frequency support from all DOD, National Telecommunications Information Agency (NTIA), Area Frequency Coordinators (AFC), and other supporting agencies.

The PA shall provide Installation radio support to include, but not limited to: the procurement of approved equipment/systems; ensuring adequate frequency and call sign assignments and usage; reviewing requests for new nets, technical adequacy of equipment, and installation of new nets or equipment; removing or relocating excess support radio equipment as coordinated through the Contracting Officer; and performing associated maintenance and documentation. Installation radios may be required to support both tactical and non-tactical requirements.

5.19.4.1  Manage Frequencies.

The PA shall manage the assigned frequency resources within Fort Polk’s area of responsibility (120-mile radius from Ft. Polk).  The PA shall use the Joint Spectrum Management System (JSMS) and update the Government Master File as required.  JSMS is a PC-based system provided by the Joint Spectrum Center (JSC) to support electromagnetic spectrum management, using Standard Frequency Action Format (SFAF).  The Government Master File lists frequencies and assignments approved for Federal Government use.

	FY99 Data
	Oct
	Nov
	Dec
	Jan
	Feb
	Mar

	#of Frequency Assignments
	1120
	1056
	1203
	1131
	1276
	1166


	FY99 Data
	Apr 
	May
	Jun
	Jul
	Aug
	Sep

	#of Frequency Assignments
	3992
	4206
	4014
	4039
	4002
	4076


The PA shall perform the following tasks including, but not limited to:

5.19.4.1.1  Required Security Clearances. Top Secret clearances are required.

5.19.4.1.2  Assign Frequencies.  Receive and review requests and assign frequencies normally within 60 days  from receiving the request.  If required as an operational necessity, the request shall be expedited.  Analyze and de-conflict requests with other assigned/protected portions of the frequency band.

5.19.4.1.3  Develop the Fort Polk Signal Operating Instruction (SOI) and distribute to military units  within ten days of effective date of change. (See the sample SOI, available in the Technical Library)

5.19.4.1.4  Maintain Records.  Maintain a printed and automated record of SOI, Taboo List , and a list of assigned frequencies.  Provide a printed list of assigned frequencies to the Contracting Officer upon request.

5.19.4.1.5  Conduct a mandatory five-year review of each permanently assigned frequency for accuracy of all data fields and to determine necessity and request renewals as required.  Requests shall be made at least 90 days prior to frequency expiration.  If the frequency is still needed, the PA shall request a continuation through the Army Frequency Management Office (AFMO) CONUS. (See the Sample SFAF, available in the Technical Library)

Workload: Average of 20 frequencies per month to review.  
5.19.4.1.6  Coordinate with the AFC in accordance with NTIA rules and regulations to support frequency requirements for geographical areas as required.  Coordination generally occurs on a daily basis.

5.19.4.1.7  Request frequency authorizations from the AFMO outside Fort Polk.  Each time an assignment is made outside Fort Polk, a copy shall be provided to the AFMO CONUS.  Also request additional frequencies.  These frequencies are provided by AFMO CONUS on a temporary basis (99% are temporary).

5.19.4.1.8  De-conflict Frequencies.  The PA shall coordinate with outside agents to monitor frequencies and de-conflict interferences.  For rotation (military) interference, the PA shall immediately inform the JRTC signal officer of violations.

5.19.4.1.9  Investigate and resolve any Installation radio frequency interference to surrounding non-Army communities. Interference violation information shall be provided to the Contracting Officer with an explanation in writing within 24 hours of identifying the interference.

5.19.4.2  Provide Trunk Radio Service.

The PA shall provide, maintain, and operate trunk radio service to include the Land Mobile Radio (LMR) System.  The PA shall program subscriber/customer/user equipment and monitor basic system operations and dynamically regroup talk groups.

Workload: There were 317 radios on Fort Polk as of September 1999.

	PROJECTED
	FY01
	FY02
	FY03
	FY04
	FY05

	# of Radios
	400
	400
	500
	500
	600


5.19.4.3  Training Requirements.

Prior to performance of the frequency management duties PA personnel shall successfully complete either the government-furnished Frequency Management course or the Battlefield Spectrum Management Course.

5.19.5  Mail Support Services.

The PA shall provide mail support services for authorized customers. The PA shall provide the following services: receive, sort, distribute, deliver and pick up all mail and distribution twice daily as per the courier route located in TE IM-13.; sign for accountable mail; re-direct undeliverable mail; receive, sort, and distribute intra-post distribution and correspondence; distribute printed publications correspondence; process outgoing mail; assist deploying military units with mail and postal administration. The PA shall provide administrative support for postal requirements in accordance with federal postal laws and private express statutes, the Fort Polk Unit Mailroom SOP (See Fort Polk Unit Mailroom SOP, available in the Technical Library), USPS Publication 38A (Guidelines for Providing Postal Services on Military Installations) (See Publication 38A, available in the Technical Library), FORSCOM Regulation 25-31, DOD, DA, FORSCOM, and Fort Polk mail and postal regulations and policies.

5.19.5.1  Clearance Requirements.

PA personnel providing mail support services shall have a SECRET Clearance. Workload data contains processing of classified data up to and including SECRET materials.
5.19.5.2  Security.

5.19.5.2.1  At the close of business each duty day the PA shall secure the Installation postal facility in accordance with Standard Form 701 (Activity Security Checklist).

5.19.5.2.2  Accountable mail (registered, certified, FEDEX, and USPS First Class Mail) annotated: “Postmaster: Address correction requested/Do NOT forward” shall be secured by the PA in accordance with DOD 4525.6-M and AR 380-5.

5.19.5.2.3  Conduct Visual Checks.  Visually monitor for suspicious ‘bomb’ or ‘wire’ like objects.  If suspicious, the PA shall immediately notify the Military Police (MP) and evacuate the building.  After notifying the MP, the PA shall notify the Contracting Officer.  (See Suspicious Items Memo, available in the Technical Library)

5.19.5.3  Mail Orderlies.

Personnel delivering official mail shall be certified in accordance with DOD 4525.6-M (Vol. II). The PA shall maintain an active and inactive file of personnel appointed as Mail Orderlies, and personnel designated to sign for accountable mail on PS Form 3801.  The PA shall ensure that personnel delivering official mail and having access to mail receptacles containing official mail are properly appointed as Mail Orderlies. The PA shall train government mail orderlies.  Mail orderly certifications shall be submitted in writing to the Contracting Officer for approval.

Workload (as of September 1999): 28 active PS Form 3801’s and 12 inactive PS Form 3801’s.  

5.19.5.4  Official Mail – Incoming.

The PA shall perform the following tasks including, but not limited to:

5.19.5.4.1  Receive, sort, and distribute all classes of incoming mail and parcels with no more than three (3) noted errors in sorting to recipients per month.

Workload: Pieces of official mail sorted was 166,153 in FY99.  

5.19.5.4.2  Process Accountable Mail.  Sign for, control, and deliver accountable mail to authorized recipients using PS Forms 3801 and 3883.  Ensure no errors in accepting, storing, and delivering accountable mail.

Workload: Pieces of accountable mail delivered was 882 in FY99.  

5.19.5.5  Installation Distribution Services of Internal Correspondence.

The PA shall perform the following tasks including, but not limited to:

5.19.5.5.1  Receive, sort, and process intra-installation distribution and correspondence. Ensure no more than three (3) noted errors in sorting per month.

Workload:  55,875 pieces of intra-installation distribution sorted and distributed in FY99.  

5.19.5.5.2  Distribute bulk, printed publications, and official correspondence in accordance with the distribution formulas listed in JRTC & FP Circular 25-30.  This includes, but is not limited to, the distribution of local FP Regulations, pamphlets, circulars, memorandums, schedules, the Installation newspaper, flyers, posters, etc.

Workload: 448 bulk jobs distributed in FY99. 

5.19.5.5.3  Receive, sort, and distribute bulk consolidated mailings from other installations.  

Workload: 1,230 consolidated mailings received/processed in FY99.  

5.19.5.6  Official Mail - Outgoing .

5.19.5.6.1  The PA shall receive and process outgoing regular, accountable, and classified mail.   The USPS shall be used as the carrier for first-class official mail in accordance with 30 USC 601-6 and 39 CFR 310.  Other classes of mail, including overnight requirements, shall be transported by private carriers or the most economical means available to meet the shipping requirements.  Mail shall be processed in accordance with AR 25-51, DOD 4525.8-M, USPS Domestic Mail Manual, and JRTC & FP Regulation 25-1.

5.19.5.6.2  Daily, the PA shall maximize the use of consolidated mailings for mail pieces originating at Fort Polk and addressed to other military installations. (See Consolidated Mailing List, available in the Technical Library)

5.19.5.6.3  The PA shall accept mail from 0900-1100 and 1300-1500 each duty day and dispatch to USPS, Federal Express and United Parcel Service daily. Official outgoing mail includes, but is not limited to:

· Single piece mail (letters, flats, parcels)

· Permit mail (business reply, first class pre-sort, bulk standard mail)

· Accountable mail (express, registered, certified, return receipt for merchandise)

· Consolidated mail

· Federal Express

· United Parcel Service

FY99 Workload:


Pieces of official mail processed = 127,992

5.19.5.6.4  The PA shall perform the following tasks including, but not limited to:

5.19.5.6.4.1  Ensure that special service mail is used only as authorized in accordance with AR 25-51, prepared in accordance with USPS Domestic Mail Manual, and recorded and receipted for by USPS on PS Form 3877.

5.19.5.6.4.2  All registered mail shall be dispatched to USPS daily.  Ensure no errors in preparing registered mail correctly and securing a receipt (PS Form 3877) from USPS.

5.19.5.6.4.3  Ensure Fees are Accurate.  Ensure that official mail has the appropriate and accurate postage or fees documented, class applied (First, Priority, Standard A, Standard B, Library Rate, Overnight), and means of transportation dictated (e.g. Consolidated, USPS, FEDEX, or UPS).  Ensure that incorrect postage applied to USPS mail pieces are refunded and credited back to meters on PS Form 3533, Application and Voucher for Refund of Postage, by USPS, and ensure that incorrect fees charged to FEDEX or UPS manifests are voided.

5.19.5.6.4.4  Ensure correct application of postage and fees; no errors in securing applicable refunds from USPS; and no errors in voiding incorrect fees recorded on FEDEX or UPS manifests.

5.19.5.6.5  Read and Secure Meters.  Record the meter readings daily using PS Form 3602-A.  The meters shall be locked when unattended.  During non-duty hours, the meters shall also be locked in a secure room.

5.19.5.7  Unit Mail Services.

The PA shall provide administrative and mailroom operations support for the units located at the Installation in accordance with DOD 4525.6-M, Vol. 11, with FORSCOM Supplement 1, and AR 600-8-3.

The PA shall notify the Contracting Officer in writing of any receptacle/mailroom being operated without prior notification by the unit to the PA.

The PA shall perform the following tasks including, but not limited to:

5.19.5.7.1  Postal Orientation and Training

5.19.5.7.1.1  Provide certification training for newly appointed Mail Orderlies, every other week.  Training shall emphasize the safeguarding of mail, Mail Orderly responsibilities, and the serious consequences of negligence of duty.  Appointment validation will be provided within one duty day of training for Mail Orderlies.  DOD 4525.6-M VOL II, Chapter 3 and FORSCOM Supplement 1.  Class size is an average of ten (10) personnel and class is approximately thirty (30) minutes in duration.

5.19.5.7.1.2  Provide certification training for newly appointed Mail Clerks, and Postal Officers, every other week.  Training shall emphasize the importance of safeguarding mail, handling of accountable mail, timely delivery, proper use of postal forms, address directory files, maintenance of mail receptacles and the serious consequences of negligence of duty.  Appointment validation will be provided within one duty day of a passing test score for Mail Clerks/Postal Officers in accordance with DOD 4525.6-M VOL II, Chapter 3 and FORSCOM Supplement 1.  Class size is an average of five (5) and class is approximately five (5) hours in duration.

5.19.5.7.1.3  Administer and score the Unit Mail Clerk Test and the Postal Officer Test at regularly scheduled certification training held every other week.  Tests shall be graded and results provided within four duty days of test administration. Schedule appointments for test reviews within seven duty days of a request to review.  Provide one retest for unit personnel who fail to achieve a passing score on the initial test.  Re-test opportunities shall be given at regularly scheduled classes.  Validate and maintain appointment paperwork and test scores in accordance with MARKS, Modern Army Record Keeping System. Class size averages three (3) to four (4) and class is approximately three (3) hours in duration.

5.19.5.7.1.4  Provide an annual Unit Mail Service Training Course for all Mail Clerks and Postal Officers.  This is a skill enhancement, remedial type training session for those mail handling personnel who are in the job, and have already been performing mail duties.  Attendance at the annual training will be mandatory, and training topics will include items found to be deficient on quarterly mailroom inspections, and on accountable mail handling procedures.  (Class size will typically be 60 personnel and class is approximately four (4) hours in duration.)

5.19.5.7.2  Provide guidance to the commanders of units within one day of contact by the Commander.  Guidance shall include, but not be limited to, information on regulations governing the Unit Mail Program, appointment procedures for Unit Mail personnel, physical security requirements for mailrooms, and inspections of facilities.

5.19.5.7.3  Provide/Update Mail Sortation Scheme.  Provide the USPS with the Installation mail sortation scheme (See Unit Mail Scheme, available in the Technical Library), showing all mailrooms and various unit names and addresses to be sorted to specific mailrooms.  This shall include the physical addresses of the mailrooms.  Update all information as changes occur, and provide changes to the USPS.

5.19.5.7.4  Perform Mailroom Inspections.  Conduct unannounced quarterly technical inspections of every Unit Mailroom and mail receptacle areas at Fort Polk using FORSCOM Form 97-R and FORSCOM Form 108-R. (A listing of Unit Mailrooms by location is available in the Technical Library.) A re-inspection of mailrooms which received unsatisfactory ratings on initial inspections shall be conducted within ten duty days in accordance with FORSCOM Supplement I to DOD 4525.6-M (Vol. II).  A mailroom can be re-inspected up to two times.  If a mailroom fails the second re-inspection, notify, in writing, the Unit Commander, the Garrison Commander, and the Contracting Officer that the mailroom will be closed until all deficiencies have been corrected.  Conduct re-inspections to open closed mailrooms, ensuring that deficiencies causing closure have been corrected.

Report each Unit Mailroom inspection conducted.  Copies of all satisfactory mailroom inspection reports shall be forwarded to the Unit Mailroom, the Unit Commander, and the Contracting Officer within five duty days of the inspection.  Unsatisfactory mailroom inspection reports shall be forwarded to the Garrison Commander, Unit Commander, Unit Mailroom, and the Contracting Officer within five duty days.

Workload: Conduct approximately 67 unit mailroom inspections and re-inspections.  

5.19.5.7.5  Provide a courtesy Unit Mailroom inspection within 30 days after a new Primary Unit Mail Clerk is appointed, using FORSCOM Form 97-R and FORSCOM Form 108-R.

Workload: Approximately six courtesy inspections shall be performed.  

5.19.5.7.6  Conduct an opening/closing inspection for any Unit Mailroom requesting to open or close a receptacle area or new mailroom within seven duty days of the initial request in accordance with FORSCOM Form 97-R, DOD 4525.6-M, and FORSCOM Supplement 1. 

Workload: Approximately 12 openings/closings for mail receptacle areas or unit mailrooms occur annually.  

5.19.5.7.7  Assist with reporting and investigations of postal violations at the Installation.  Assistance shall include, but not be limited to, investigating delayed mail, theft of mail, mailroom break-ins, receptacle area break-ins, destruction of mail, and mail bombs.

5.19.5.7.8  Provide Assistance to Deploying Units.  Assistance shall include, but not be limited to, defining restrictions on items that can or cannot be mailed through the official mail channel, forwarding mail, providing guidance on rear detachment requirements, and providing deployed address information. 

5.19.5.7.9  Assist Units Participating in Training Exercises.  Assist with mail services for units participating in JRTC rotation training exercises and Reserve/National Guard units participating in annual training.  Assistance shall include, but not be limited to, ensuring the units provide qualified mail handlers and instructions; coordination with USPS; and provision of forms and postal equipment (bags, tubs, etc.).

5.19.5.8  Installation Mail Re-Direct Services.

The PA shall receive and process mail from the USPS and from military unit mail clerks that is not deliverable as addressed.  The PA shall process mail and maintain an Installation address directory in accordance with DOD 4525.6-M (Vol. II) with FORSCOM Supplement 1, AR 600-8-3, and the JRTC & FP Unit Mailroom SOP.

Workload: 96,487 pieces of mail re-directed in FY99.  
5.19.5.8.1  Ensure that all re-direct mail received is back-stamped with the date of receipt and identified.  

5.19.5.8.2  Separate and store mail for soldiers and family members due to arrive.  

5.19.5.8.3  Process each mail piece according to the mail class and status of addressee, applying correct forwarding address or other endorsements as required.  

Dispatch processed and endorsed re-direct mail back to the USPS on a daily basis.
5.19.5.9  Installation Support Module – Personnel Locator System (ISM-PERSLOC).

The PA shall enter the correct address information on all in-processing and out-processing soldiers into the ISM-PERSLOC.  (Current information will be provided by the in processing center on DA Form 3955 (Change of Address and Directory Card)

The PA shall maintain files in support of Installation and unit mailroom operations as required by the USPS, DA, DOD, FORSCOM, and Fort Polk, and shall update individual soldier information using ISM-PERSLOC as required.

FY99 Workload: 18,409 DA Form 3955s processed.

5.19.5.10  FORSCOM Inspections.

FORSCOM inspects the main Fort Polk post office twice per year, once for official mail and once for personal mail operations.  Official mail inspections include Official Mail Program Administration, Official Mail Training, Cost Saving Program, Official Mail Funds Accountability, Official Mail and Distribution Management, Metered Mail Operations, Outgoing Mail Operations, Incoming Mail Operations, Postage Expenditure Reporting and Standardized Street Address Management.  Personal mail inspections include Physical and Operational Security, Mail Handling Procedures, Maintenance of Postal Publications, Records of Postal Offenses, Administrative Procedures, Receipt and Dispatch of Accountable Mail, Transportation of Mail, Directory Service, Acceptance of Mail, Postal Training Program, and Installation Mailroom Inspection Program.  This inspection also includes a visit to one or several unit mailrooms on the installation.  The PA shall correct any deficiencies noted and report corrective actions taken in memorandum format to the Contracting Officer within ten (10) duty days following receipt of the inspection report

5.19.5.11  Administrative Tasks.

The PA shall perform the following tasks including, but not limited to:

5.19.5.11.1  Review and update the JRTC & FP Cir 25-30 and the JRTC & FP Unit Mailroom Standing Operating Procedures at least annually. 

5.19.5.11.2  Maintain Standard Street Addressing.  Maintain and coordinate with the USPS for zip codes and addresses.  Upon receipt of address assignments, the PA shall distribute the new/revised address to the customer within three days.

5.19.5.11.3  Supply Forms.  Provide USPS Forms, labels, tags, and publications to unit mail clerks and customers.  (See PS Forms, Labels, and Tags, available in the Technical Library)

Workload: Provide approximately 20 types of USPS items to unit mailrooms upon the unit mailroom request. 
5.19.5.12  Memorandum of Understanding (MOU) with the USPS.

See the MOU with the United States Postal Service (USPS), available in the Technical Library.  The PA shall perform the following tasks including, but not limited to:

5.19.5.12.1  Implement the MOU with the USPS and serve as the liaison between the Installation Garrison Commander and the USPS.

5.19.5.12.2  Update and maintain the MOU with the USPS.  Submit changes to the Contracting Officer for approval at least 30 days prior to implementation.

5.19.5.13  Official Mail Cost Control Program.

The PA shall perform the following tasks including, but not limited to:

5.19.5.13.1  Provide Quarterly Postage Expenditure Reports for Customer Reimbursements.  Provide reimbursable customers quarterly postage expenditure reports detailing the amount they have spent using USPS, FEDEX, and UPS.  Ensure that postage is reimbursed within 30 days of issue of bill.  Report to the Contracting Officer those organizations not meeting the 30-day requirement.

5.19.5.13.2  Prepare and submit semi-annual postage expenditure reports to the Contracting Officer, using FORSCOM Form 1000-R.  The reports shall include quarterly expenditures, but shall only be submitted to the Contracting Officer semi-annually.  The report shall be submitted no later than 15 April and 15 October.

5.19.5.13.3  Request funds from the Contracting Officer and make payments to the USPS for annual mail fees to include, but not be limited to: bulk mail, business reply mailing, presorted first class, and business reply advance deposit accounting fees.

5.19.5.13.4  Add Postage to Meters and Advance Deposit Trust Accounts.  Maintain postage on the meters and Advance Deposit Trust Accounts so that postage does not run out.  Requests for funds must be submitted to the Contracting Officer for approval at least 15 duty days prior to anticipated need.  Maintain all USPS receipts for postage for higher headquarters’ inspection and reporting purposes

5.19.5.13.5  Receive and validate FedEx and UPS billings.  Prepare and submit SF Form 1034 through the Contracting Officer to the regional Defense Finance Accounting Service (DFAS) for payment of FedEx & UPS services. Workload:  Two (2) bills per week (weekly bill from each carrier).

5.19.5.14  Postage Meter License.

The PA shall maintain the current Postage Meter License, Form 3601-B, authorizing the use and lease of postage meters and ensure information is kept accurate and current.

5.19.6  Forms and Publications Support Services.

The PA shall provide and manage forms (DA, DD, OF, SF, FP and other required forms), publications and printing and reproduction operations in support of the organizations, military units, and activities located at Fort Polk and within Fort Polk’s regional support area. The PA shall requisition, maintain inventories, and distribute blank forms and publications not available electronically on the Intranet/Internet to customers and shall maintain records of use and stocks in accordance with AR 25-30. Supported customers include:

· Fort Polk

· Satellite Units

·  Reserve units and Junior and Senior ROTC Units in the AR 5-9 area.

5.19.6.1  Certifications/license/training requirements.

The PA shall ensure that information liaison personnel, secretaries, and clerks are trained in Freedom Of Information Act (FOIA), Privacy Act, and the Modern Army Records Keeping System (MARKS) in accordance with AR 25-1, DOD 5400.7-R, and AR 25-400-2. Each individual unit/activity has an appointed person for FOIA, Privacy Act, and MARKS.  The PA shall provide and organize this training at least quarterly for government/military personnel.  Class announcements shall include the requirement for attendees to bring the appropriate references (regulations/directives), pencil and notepad to the class .

Workload:

Freedom of Information training consists of quarterly classroom instruction for 35-40 individuals.  Duration of training is approximately two (2) hours.

MARKS training consists of quarterly classroom instruction for 35-40 individuals.  Duration of training is approximately four (4) hours.

Privacy Act training is accomplished by insuring the training film is available on the Installation television channel for viewing by customers during regular duty hours.

Workload: This film is requested approximately three times per year.  

5.19.6.2  Maintain Index of Blank Forms and Index of Official Command Publications.

The PA shall review forms requirements and shall publish on Fort Polk’s web site JRTC and FP Pam 25-30 (Index of Fort Polk Forms) and JRTC and FP Pam 25-31 (Index of Official Command Publications) by the tenth duty day of each fiscal year and shall publish changes (additions, deletions, and changes) to the index by the tenth duty day of each calendar quarter.

The PA shall coordinate with the proponents of FP publications and forms to ensure currency and correctness and shall maintain a copy of JRTC and FP PAMs 25-30 and 25-31 reflecting the status of all current and pending FP publications and forms.  The PA shall ensure that proponents are provided changes and allowed 30 days for review.

The PA shall answer inquiries for the status of FP publications and forms within one duty day.

5.19.6.3  Forms and Publications Stockroom.

The PA shall operate and maintain a forms and publications stockroom to process requests and supply publications, accountable forms, sensitive forms, and all other blank forms and Fort Polk and FORSCOM publications not available electronically through the Intranet/Internet. The PA shall requisition, store, and account for blank forms in accordance with AR 25-30.  The PA shall perform the following tasks including, but not limited to:
5.19.6.3.1  Forms Stockage Levels.  Using demand history maintain 120 days stock of blank forms in accordance with AR 25-30.

Print and maintain a stock of 5-25 copies of new ‘-R’ forms for which there is a customer demand based on usage history.

Order blank forms using the Customer Support Subsystem (CSS) Standard Army Publications System (STARPUBS) Program, Internet, or other services.  This includes ordering Internal Revenue Service (IRS) Forms from the IRS (i.e. W-2, W-4, and W-5) the first week of January and as necessary.  

5.19.6.3.2  Maintain Stockroom Controls.  Receive, sort, and distribute incoming shipments of publications and forms.  Ensure shipments of publications and forms ordered by units/activities are redirected to the requesting agency.

Receiving tasks include, but are not limited to, verifying the quantities, checking the shipment for damages, and documenting shipment information.  Shipping information includes the date received, items received (form or publication), number of pounds, number of individual pieces, Government Bill of Lading (GBL) number, and the name of the shipper.

Store any non-accountable publications and blank forms.  Provide publications and forms within five minutes for 90% of requests.  All requests shall be fulfilled within one hour.

Ensure that stocked forms are current in accordance with DA Pam 25-30 each calendar quarter.  Dispose of obsolete forms and order new or revised forms within ten duty days of receipt of DA Pam 25-30 updates.

Workload:

312 types of non-accountable publications and blank forms were stocked in FY99.  79 accountable and sensitive forms were stocked in FY99.  Volume of forms is approximately 45 - 50 cases monthly.

5.19.6.3.3  Process Forms & Publications Requests.  Establish and maintain Fort Polk publications customer accounts using DA Form 1687, Delegation of Authority, for sensitive items.  Assist customers in establishing or updating US Army Publishing Agency (USAPA) Accounts using DA Form 12-R, Army Publications and Distribution, as required.

Assist the Unit Publications Clerks in filling out DA Form 17, Requisition for Publications and Blank Forms.  Verify that the form requested is still current, check the unit of issue, and fill the order if the request is stocked within one duty day.  If there is no stock, order the request within one duty day.
Workload:  

Approximately 125 publication accounts and approximately 159 USAPA Fort Polk accounts established and maintained.  Process approximately 250 line items on DA Form 17 requests monthly

Perform a physical inventory of accountable/sensitive forms and records stored in secure office areas and safes at least annually in accordance with AR 25-30.  Any discrepancies will be reported, via memorandum to the Contracting Officer within two duty days.  The Contracting Officer shall initiate, or cause to be initiated, an investigation of the discrepancy.

5.19.6.4  REQUESTS FOR NEW Forms.

The PA shall process form requests using DD Form 67, Form Processing Action Request, within three duty days of receiving the request.  The PA shall conduct a form review of each form request using the automated DA Pam 25-30, to check for duplication of a higher headquarters form.

Workload: Approximately 50 form requests processed.  
The PA shall perform the following tasks including, but not limited to:

5.19.6.4.1  Design/Revise Forms.  Design/revise local forms using FormFlow in accordance with JRTC and FP Regulation 25-1, Fort Polk Forms Management Program, AR 25-30, and FORSCOM Pam 25-30, within ten duty days of receiving the request.

Ensure that one hard copy of the new or revised form, along with a copy of the ‘locked’ version on disk, is provided to the customer and that an automated copy is added to Fort Polk’s web site.

5.19.6.5  Process FORT POLK Publications.

The PA shall process Fort Polk local publication requests.  The PA shall perform the following tasks including, but not limited to:
5.19.6.5.1  Write, edit, and revise publications within three duty days of receipt from customer in accordance with AR 25-30. Submit to the Contracting Officer for approval prior to including in stock.

Workload: There were nine (9) publication requests received in FY 99.  

Ensure that the original document is printed and published on the web within three days of the Contracting Officer’s approval.

5.19.6.5.2  In coordination with the publication proponent, review all Fort Polk publications annually in accordance with AR 25-30 to determine if it is current, requires revision or is obsolete and no longer needed.  Using proponent provided response, revise inaccurate or rescind obsolete publications   within 30 days of review.

5.19.6.6  Customer Service.

The PA shall provide advice and assistance pertaining to the development and maintenance of the unit forms and publications accounts and 12-series.  The PA shall perform the following tasks including, but not limited to: Training / Advice and Assistance.  Schedule and conduct formal classroom training for new Unit Publications Clerks and Forms Managers at least once per month. Training consists of a two (2) hour block of instruction for approximately 10 individuals.  (The appointing activity will provide a copy of the appointment order.)  Provide guidance and assistance in response to telephone inquires. 
Workload:  Approximately 125 Unit Publication Clerks (civilian and military). Unit publications support approximately 125 units.  Fifteen (15) to twenty (20) phone calls and inquiries per day on customer service issues.  

5.19.6.7  Update JRTC and Ft Polk Regulation 25-1.

The PA shall update JRTC and FP Regulation 25-1 annually and  as required by the Contracting Officer.

5.19.6.8  Other Publication and Form Tasks.

The PA shall edit, publish, and distribute the Fort Polk Command and Staff Directory  and Weekly Bulletin.  The PA shall perform the following tasks including, but not limited to:

5.19.6.8.1  Maintain and update the Command and Staff Directory in blanket format annually. Distribute the electronic version no later than 15 October and the printed version no later than 15 January. Coordinate with garrison and unit contacts as required.   Provide final draft to the Contracting Officer for approval prior to distributing/publishing.

Prepare and submit the final blanket copy to the authorized printer in accordance with the Service Level Agreement (SLA).

Provide one hard copy of the new directory along with a copy of the ‘locked’ version on disk to the Government upon request.

FY99 Workload:

5.19.6.8.1.1  Update 2194 addresses and names. 

5.19.6.8.1.2  Distribute 3500 copies.

5.19.6.8.2  Weekly Bulletin.  Develop  the Fort Polk Bulletin weekly in accordance with AR 25-30 and distribute via e-mail according to established distribution list no later than 1500 each Monday.  (See Weekly Bulletin, available in the Technical Library)

5.19.7  Records Management Support Services

The PA shall identify, maintain, distribute, retire, and destroy Installation/activity records, regardless of the media (electronic, paper, audiovisual) according to AR 25-400-2. 
5.19.7.1  Processing of Record Holding Requests.

The PA shall perform the following tasks including, but not limited to:

5.19.7.1.1  Receive records into the records holding area every Thursday from 0900 to 1600. 

Assign accession numbers/locations for the boxes or folders and store a copy of the SF 135, Records Transmittal and Receipt, in the first box.
Ensure that records are stored in accordance with AR 5-10.

Workload: Approximately 20 SF 135 requests are processed and 398 boxes are received on an annual basis.    
5.19.7.1.2  Review each SF 135 quarterly in accordance with AR 25-400-2 for the correct use of the system in documenting records for the holding area, pull records for destruction, and dispose of records according to FOIA and Privacy Act rules and regulations.

Workload: Destroy approximately 1,025 boxes annually and 35 SF 135’s annually.  

5.19.7.1.3  Ensure  records removed from the record holding area are recorded on DA Form 543, Request for Records.

Workload: Sign-out approximately 121 records annually.   
5.19.7.1.4  Pull records for retirement in accordance with AR 25-400-2, pack and send to the National Records Center in Washington, D.C. Upon receipt of a requirement to obtain records currently held at the National Records Center prepare Optional Form (OF) 11 and forward it to the National Records Center.

Workload: Retire approximately 47 boxes and request approximately five (5)  records from retirement annually.   
5.19.7.2  Office Symbols.

The PA shall manage the office symbol program for the Installation.  The PA shall perform the following tasks, including but not limited to: provide office symbols in accordance with AR 25-1, JRTC and FP Supplement 1 to AR 25-1, and JRTC and FP Suppl 1 to AR 340-9. Ensure that the JRTC and FP Supplement 1 to AR 25-1 is up to date and properly executed. 

Workload: 

Provide approximately 25 office symbols per year.  

There are currently a total of 226 office symbols.   

5.19.7.3  Records Assistance Visits.

The PA shall conduct on-site visits to all units and activities every three years to ascertain the status of their publication and records programs in accordance with AR 25-1, JRTC and FP Supplement 1 to AR 25-1 and AR 25-400-2.  Results and comments of each visit shall be provided to the commander/activity chief of the unit visited within five (5) duty days of the visit.

5.19.8  Freedom of Information Act (FOIA) and Privacy Act Services.

5.19.8.1  FOIA.

The PA shall process requests and provide information (pamphlets, publications, memos, etc.) in accordance with AR 25-55, . Department of the Army Freedom of Information Act Request.  The response packet shall be submitted to the Government Staff Judge Advocate (SJA) for review and approval.

Workload: # of FOIAs going to SJA = 260.   

5.19.8.2  Privacy Act.

The PA shall process requests and provide information in accordance with 5 USC 552 Records Maintained on Individuals (Privacy Act), DA Pam 25-51 and AR 340-21 (The Army Privacy Program) and AR 25-55. 

5.19.8.3  Process FOIA and Privacy Act Requests.

The PA shall perform the following tasks including, but not limited to:

5.19.8.3.1  Maintain an automated log. Prepare entries in accordance with AR 25-400-2, documenting all steps of the FOIA and Privacy Act process, within four hours of receiving the request for information.

Workload: Approximately 22 FOIA/Privacy Act requests are received monthly which constituted 13,387 pages of material in FY99.   

5.19.8.3.2  Process the FOIA and Privacy Act requests by coordinating with the appropriate activity within 20 days of receiving the request in accordance with 5 USC 552 and AR 25-55.  If the information cannot be gathered within 10 days, provide an interim reply informing  the customer of the anticipated date for the substantive response which cannot exceed an additional 10 working days.  A copy of the interim reply shall be provided to the SJA.  

5.19.8.3.3  Ensure that requests approved by the SJA are sent to the requestor in an official reply within 5 days of approval. Ensure that all requests denied by the SJA are sent to the appropriate Initial Denial Authority within 5 days of denial.  Ensure that the requestor is notified of the agency that will supply the response.

5.19.8.3.4  Develop, review, and process DD Form 2086, Record of FOIA Case Processing Cost, for FOIA billing requirements.

Prepare a reminder notice to the requestor if payment is not received within 60 days.  

Ensure that a notice of outstanding debt is forwarded to the DFAS after a total of 90 days from initial billing.

Workload:

Approximately 8 requests require billing annually.  

Prepare approximately one reminder of payment notice and forward approximately one outstanding payment notice per year.

5.19.8.4  FOIA and Privacy Act Reports.

The PA shall perform the following tasks including, but not limited to:

5.19.8.4.1  Prepare and submit to the Contracting Officer DD Form 2564, Annual Report – FOIA, in accordance with AR 25-55 no later than 1 October each year.  Ensure a reviewed and approved hardcopy is provided to HQ FORSCOM.

5.19.8.4.2  Prepare and submit to the Contracting Officer an Annual Privacy Act Report in accordance with AR 340-21 no later than 1 March of each year.  Provide an approved hardcopy to HQ FORSCOM.  The report shall include number of access requests, number granted in whole, number granted in part, number denied in whole, and number for which no records were found.

5.19.9  Copier Services.

The PA shall coordinate Government-furnished copier services provided under a separate  contract DAKF11-97-D-0008 (See Copier Contract, available in the Technical Library).  These services include hardware (equipment), maintenance, materials (except paper), and training necessary for copier capability to the Installation.  Under the current contract, copiers are available in four categories (examples shown below).

    Workload: See TE IM-4 for service request workload.  

	Volume Band
	Konica Mode or equivalent
	Configuration
	# of Copiers currently provided

	Band I
	5370 (70 CPM)
	Copier with RADF

20 Bin Sorter

Automatic Duplexing Unit

Side Panel Kit
	2

	Band II
	4345 (45 CPM)
	Copier with RADF

20 Bin Sorter

Automatic Duplexing Unit
	7

	Band III
	2125 (25 CPM)
	Copier with RADF

10 Bin Sorter

Automatic Duplexing Unit
	51

	Band IV
	2125 (25 CPM)
	Copier with ADF

10 Bin Sorter
	201


The PA shall submit requests for additional copiers, copier moves, and change of copier categories to the Contracting Officer for approval.  All damage claims submitted by Konica Business Technologies shall be forwarded, along with an estimate of repair costs, to the Contracting Officer for verification and approval.  The PA shall prepare and forward, on a monthly basis, DD Form 250, Fort Polk Form 139, and DA Form 3953 with certified bills to the Contracting Officer for review and payment of copier services.  The PA shall prepare cost estimates, prepare and submit contract documents and vouchers, monitor contract performance, and reconcile and update contract records.  The PA shall report any discrepancies to the Contracting Officer immediately.

5.19.10  Printing Services.

The PA shall provide oversight for printing services in accordance with the Service Level Agreement (SLA) with the Defense Automated Printing Service (DAPS), available in the Technical Library, to include managing the designated printing funds.  The PA shall assist government/military personnel in obtaining printing services in accordance with the SLA.  

Workload: 59 requests.  

5.19.11  Information Assurance.

The PA shall provide services in support of the Information Assurance (IA) Program for all Installation Automated Information Systems (AIS), including hardware, software, network infrastructure, and facilities in accordance with AR 25-1, AR 380-5, AR 380-19, AR 380-53, AR 380-19-1(C), AR 380-67, Public Law 100-235, and Title 17 U.S.C. The PA shall provide information assurance support and services for authorized customers. 
The PA shall assist the government with the preparation and implementation of technical policies, standards, and procedures for information systems security (ISS) for the Installation as required by the Contracting Officer.

The PA shall support and assist in the implementation of local initiatives for ISS improvement as required by the Contracting Officer.

5.19.11.1  Information Systems Security Training and Licensing.

The PA shall train and license PA employees requiring access to computers used for Government purposes prior to granting access in accordance with HQDA, ODISC4 message DTG 060727Z May 98, Subject: Security Licensing for Personnel, available in the Technical Library.  This is a computer based training program.

The PA shall maintain a list of personnel licensed by date and provide a copy to  the Contracting Officer upon request. 

Workload: Three hours initial, plus one (1) hour per year refresher training per user to conduct training.  

The PA’s Systems and Network Administrators shall have completed security training at Fort Gordon, Georgia since May 1998. Training shall be provided by the Government, in accordance with HQDA, ODISC4 message DTG 060727Z May 98, Subject: Security Licensing for Personnel, prior to commencement of work and as required to properly maintain security on the Installation.  The PA shall submit certification of completion of the proper training to the Contracting Officer upon request.

Workload:  Fourteen (14) administrators scheduled for trainning in FY02. 

The PA shall coordinate and complete formal automation security awareness training and guidance provided by the Government at Fort Polk for all AISSMs, ISSOs, and other personnel requiring such training and guidance as directed by the Contracting Officer.

Workload:  Two (2) hours per training session.  Sessions are generally scheduled quarterly, with additional sessions as requested by the PA.  
5.19.11.2  Risk Management.

The PA shall provide risk assessment and management in accordance with AR 380-19.  Risk management includes, but is not limited to, risk analysis of resources, internal controls, vulnerabilities, and threats; the recommendation to implement security countermeasures and accept residual risk; implementation of countermeasures; and periodic review of the risk management program.  Copy of the Risk Management Program is available in the Technical Library.  

On an annual basis, or as required by the Contracting Officer, and using the general risk assessment provided by the Government as a guide, the PA shall conduct a risk assessment of the activities and facilities for which the PA is responsible.  The PA shall present vulnerabilities and threats identified, and countermeasures recommended to the Contracting Officer.  The Contracting Officer shall approve all countermeasures prior to their implementation in accordance with AFZX-GC “Implementation of Four-Phased Automation Security Risk Management Program” and “Installation Automation General Risk Management Review” unless immediate action by the PA is required.

The PA shall perform the following tasks including, but not limited to:

5.19.11.2.1  Annually, review, update, and test the Information Technology portion of the Installation Crisis Management Plan .  This plan details the required response to disruptions that result in denial of service and ensures data recovery.  The plan shall be updated when significant additions, deletions, or changes are made to the systems. Changes shall be submitted to the Contracting Officer for approval.  

5.19.11.2.2  Configuration Control.  Perform impact analysis on all proposed security and technical changes to the network, and submit proposed changes to the Contracting Officer prior to implementation.  Ensure that all configuration changes are properly documented and that all changes are mission-essential or offer cost-benefit to the Government.

Ensure that alterations and additions to the Installation network infrastructure and components meet all IT security requirements.

5.19.11.2.3  System Passwords.  Process requests for addition, deletion, or change of security passwords for automated systems and the Installation network to include user identification and passwords.  Submit requests for passwords to the Contracting Officer for approval within two working days of the customer’s request.  As a minimum, passwords shall be changed every six months.  For Top Secret systems, passwords shall be changed at least quarterly.  For certain levels of Information Operations Conditions (INFOCON), direction may be given by the Contracting Officer to change passwords more frequently.

Workload: 6132 passwords assigned.  

5.19.11.3  Command and Control Protect (C2P) Program.

The PA shall perform the following tasks including, but not limited to:

5.19.11.3.1  Security Monitoring.  Provide assistance in reviewing and managing the technical capability of the Installation network (LAN/CAN/WAN) and components/devices connected to the network to assess security vulnerabilities, reduce intrusions, and assure the availability of network resources.

Provide technical assistance in the monitoring of Internet and Intranet access and intruder prevention from remote networks as required by the Contracting Officer.

Report all locally discovered IT security incidents to the Contracting Officer.

Assist in the response to all Regional Computer Emergency Response Team (RCERT) discovered IT security incidents, alerts, and advisories, and implementation of countermeasures as directed.  Report Installation status to the Contracting Officer.

Workload:

RCERT Discovered IT Security Incidents

	FY
	OCT
	NOV
	DEC
	JAN
	FEB
	MAR
	APR
	MAY
	JUN
	JUL
	AUG
	SEP

	99
	N/A
	N/A
	3
	6
	2
	1
	2
	1
	1
	1
	0
	0


RCERT Alerts and Advisories

	FY
	OCT
	NOV
	DEC
	JAN
	FEB
	MAR
	APR
	MAY
	JUN
	JUL
	AUG
	SEP

	99
	6
	8
	6
	6
	8
	10
	5
	11
	6
	6
	5
	9


5.19.11.4  Automation Security Management and Assistance Program.

5.19.11.4.1  The PA shall support the Automation Security Management and Assistance Program in accordance with AR 340-21, AR 380-19, AR 380-19-1(C), and Title 17 USC, Public Law 100-235.  The PA shall perform the following tasks including, but not limited to:
5.19.11.4.2  Ensure that all systems have DOD warning banners, password access, and virus protection software and procedures in place prior to connection to the Installation network or other government use.

5.19.11.4.3  Identify viruses found on automation systems, quarantine systems if required, and ensure users are informed of anti-virus protection procedures in accordance with AR 380-19. Maintain proactive anti-virus tracking and reporting programs.  Report virus incidents to the Contracting Officer as required.  The PA shall strive to ensure automation assets are operated according to legal and regulatory requirements to accomplish the security mission and goals established by the Contracting Officer.  Ensure systems, tapes, diskettes, and other media are degaussed prior to disposal to remove sensitive or classified data and obtain degaussing certificates as required by AR 380-19.  

Number of Systems Degaussed and Certified 

	FY
	OCT
	NOV
	DEC
	JAN
	FEB
	MAR
	APR
	MAY
	JUN
	JUL
	AUG
	SEP

	99
	73
	42
	58
	38
	57
	145
	46
	46
	32
	51
	41
	8


5.19.11.5  COMSEC.

The PA shall maintain, and implement the COMSEC/Controlled Cryptographic Items (CCI) Management and Assistance Program in accordance with AR 380-40, TB 380-41, DA Pam 25-380-2, and AR 380-5, AR 11-2, and AR 380-19.  The PA shall perform the following tasks including, but not limited to:

5.19.11.5.1  COMSEC Custodians.  Provide COMSEC Custodians and alternates in accordance with AR 380-40. The PA’s COMSEC custodians shall be approved by the Contracting Officer prior to commencement of work and as changes occur.  

Clearances are required for all COMSEC Custodians commensurate with the classification of the material held.

The PA shall perform the following tasks including, but not limited to:

5.19.11.5.1.1  Perform COMSEC custodian services.  This consists of creating/modifying cryptonets; conducting COMSEC inspections; preparing COMSEC incident reports; updating the COMSEC Emergency Plan; and managing COMSEC key accountability and reporting requirements.

5.19.11.5.1.2   Report COMSEC incidents and assist in corrective actions in accordance with AR 15-6.
Number of COMSEC Investigations Conducted

	FY
	OCT
	NOV
	DEC
	JAN
	FEB
	MAR
	APR
	MAY
	JUN
	JUL
	AUG
	SEP
	Total

	98
	
	
	
	
	1
	
	1
	
	3
	1
	
	
	   46

	99
	
	
	
	
	1
	
	
	
	
	
	1
	1
	3


5.19.11.5.2  Manage Electronic Generating and Distribution System (EGADS).  Provide an Electronic Key Account Custodian and alternate to perform all accountability and management functions associated with both electronic and manual distribution of electronically generated variables in accordance with NAG 16, NAG 47, and NAG 71.

Provide actual key generation using required key generators, key processors, and the Local Control Management System (LCMS) software.

Ensure the system is re-accredited and re-certified every three years. (System will be received in November 1999 and concurrently accredited and certified.

Workload:  Manually distribute approximately 450 variables per year.  
5.19.11.5.3  Manage Certification Authority.  Provide a primary and alternate Certification Authority (CA) to operate and maintain the Certification Authority Workstation (CAW) in accordance with NAG 66, NAG 68, NAG 69, and DA 25-XX series.  The PA’s CA shall be approved by the Contracting Officer prior to commencement of work.  The CA shall have a secret clearance.  Formal CAW, ISSO, and SA training at USACCSLA must be completed prior to operation or assignment of the CA.  The CA shall manage the Certificate Management Infrastructure (CMI) which includes, but is not limited to, register users, generate keys, certify systems, provide PINS, initialize and reprogram the FORTEZZA cards, distribute the programmed cards, manage the accounting and record keeping of the distributed cards, conduct certificate revocation and recovery compromise, audit and archive information, and recover data.

Workload:

	
	FY99
	FY00
	FY01
	FY02
	FY03
	FY04
	FY05

	FORTEZZA CARDS
	0
	16
	2400
	3200
	3200
	3200
	3200


5.19.11.5.4  Manage a Defense Courier Service Account in accordance with AR 66-5, AR 380-5, and associated supplements to meet the transportation of classified COMSEC material and equipment.

Workload: two trips to Alexandria International Airport per month.  

5.19.11.6  Secure Telephone Equipment (STE) and Secure Telephone Unit Third Generation (STU-III).

The PA shall provide STU-III User Representatives and alternates in accordance with DA Pam 25-16, AR 380-19, and AR 380-5 for crypto-ignition key (CIK). The PA shall deliver and install CIK keys as required by the users.


Workload: 64 CIK’s delivered.  


5.19-i
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