

ATTACHMENT D



ADDENDUM D4


CONTINUATION SHEET FOR DD FORM 254 ITEMS 10 AND 11 - COLLATERAL AND NON-SCI ACCESS

ITEM 10a:

    a.  Communications Security (COMSEC) information includes accountable, non-accountable, and controlled cryptographic items (CCI). Further disclosure, to include subcontracting, of COMSEC information requires prior approval of the contracting activity. Contractor will safeguard the COMSEC and CCI as prescribed in the COMSEC Supplement to the National Industrial Security Program Operating Manual (NISPOM) and AR 380-40.

   b.  All contractor personnel may be required to have access to tactical radio secure equipment and associated COMSEC material and operating instructions.

   c.  All contractor employees requiring access to COMSEC and CCI will receive a COMSEC briefing and debriefing as required by the National Industrial Security Program Operating Manual (NISPOM).

ITEM 10b:

    Access to RESTRICTED DATA, (information which is classified and controlled under the Atomic Energy Act of 1954),is required under this contract.  

ITEM 10c:

    Access to Critical Nuclear Weapon Design Information (CNWDI) is required.  If subcontracting is required, permission of the contracting activity is required.

ITEM 10d:

    Access to Formerly Restricted Data is required.

ITEM 10e(1):

    Access to Sensitive Compartmented Information (SCI) is required in performance under this contract. See SCI ADDENDUM TO DD FORM 254.

ITEM 10e(2):

   Contract performance will require access to Intelligence Data.  The following instructions apply to such intelligence information:

   a.  Intelligence information released to your company does not become the property of your company and may be withdrawn at any time.

    b.  All intelligence material released to your company will be destroyed in accordance with the National Industrial Security Program Operating Manual (NISPOM) unless written authority to retain such material is received.  Destruction will adhere to the following schedule:

(1) Specified date on the face of the document

(2) Upon notification that bid, proposal, or quote is not accepted

(3) If successful bidder, upon expiration date of the contract (EOC).

    c.  Returned Intelligence Information will be sent to the attention of the contract technical monitor, address identified in Block 13 of this DD Form 254.

    d.  Request to retain Intelligence Information will be directed to Commander, JRTC & Fort Polk, CTC Div or Intel & Scty Div, G3/DPTMS, Fort Polk, LA 71459, in writing and shall clearly indicate the justification for retention, and the period of time retention is necessary.  Requests for retention shall identify the specific documents, title, date and classification to be retained.  

    e.  Contractor will not reproduce intelligence information released to your custody without a written request to Commander, JRTC & Fort Polk, CTC Div or Intel & Scty Div, G3/DPTMS, Fort Polk, LA  71459

    f.  Prior to granting an employee access to any intelligence information, the employee will be briefed on his/her obligation to safeguard the information and on handling instructions.  They will be debriefed when access to the information is terminated.  The employee will document the briefing and debriefing by signing a statement (contractor format) at the time of the briefing and debriefing.  The record will be maintained for the duration of the contract.

    g.  Contractor will maintain records to identify completely by name and title of all employees and authorized visitors who have had access to the intelligence information.

    h.   Contractor will not release intelligence information to any of their employees not directly engaged in providing services under the contract or to another contract or subcontractor unless specific written authorization for such release is received from Commander, JRTC & Fort Polk, G3/DPTMS, CTC Division or Intel & Scty Div, G3/DPTMS, Fort Polk, LA 71459.

    i.  Intelligence information will not be released to foreign nationals except with the specific written authorization of the originator of the intelligence information, whether or not they are also consultants,    U. S. contractors, or employees of contractors, and regardless of the level of their access authorization.

ITEM 10f:

    a.  This contract requires access to Special Access Program (SAP) Information. The program classification guide dated _____________and security procedures dated ____________will be provided separately.  The Defense Security Service (DSS) will have cognizance over this contract and SAP material.  Inspections will be preformed by a DSS representative who has been briefed into the SAP prior to inspection. 

    b.  The SAP stated in this contract is non-SCI material and will not be stored in the Sensitive Compartmented Information Facility (SCIF).

    c.  Contractor personnel requiring access to Special Access Program (SAP) Information during the performance of this contract are subject to random selection for Counter Intelligence Scope Polygraph Examinations n accordance with DODD 5210.48. Failure of selected individual to submit to Polygraph Examinations may result in his or her access to SAP information being suspended.

    d.  Contractor personnel requiring access to Special Access Program (SAP) information during the performance of this contract are subject to random selection for Urinalysis Testing.  Failure of selected individuals to submit to Urinalysis may result in his or her access to SAP information being suspended.

ITEM 10g:

    Contract performance requires access to NATO information.  The National Industrial Security Program Operating Manual (NISPOM) provides instructions for handling NATO information.  The following additional instructions also apply.

    a.  NATO material released to your company does not become the property of your company and may be withdrawn at any time.

    b.  Upon expiration of the contract, all NATO material released to your company will be returned Intel & Scty Div, G3/DPTMS, Fort Polk, LA  71459.

    c.  Your company will not reproduce NATO material released to your custody without the express written permission of the Intel & Scty Div, G3/DPTMS, Fort Polk, LA 71459.  When written permission is received to reproduce NATO material, your company will control and account for such reproductions in the same manner as pertain to the originals.

    d.  Your company will not transfer NATO material to another contractor or government agency.  Material will be returned to the Intel & Scty Div, G3/DPTMS, Fort Polk, LA 7l1459 for transfer.

    e.  NATO material released to your company will not be destroyed unless written authorization for such destruction is received from CTC Div or Intel & Scty Div, G3/DPTMS, Fort Polk, LA 71459.  In the event such authorization is received, your company will effect such destruction in accordance with the National Industrial Security Program Operating Manual (NISPOM).

    f.  All contractor employees requiring access to NATO will receive NATO briefings and debriefings as required by the National Industrial Security Program Operating Manual (NISPOM).

ITEM 10h:

   a.  Foreign government information is described as information provided to the U. S. by a foreign government or information produced by the U. S. as a result of a joint arrangement with a foreign government requiring that the information or arrangement be held in confidence.

   b.  Procedures for access to foreign government information in Chapter 10, of the National Industrial Security Program Operating Manual (NISPOM) apply.

   c.  Classified foreign government information will be afforded the same degree of protection as U. S. Classified.  Procedures in Chapter 10 of the National Industrial Security Program Operating Manual (NISPOM) apply.

ITEM 10i: 

   This contract requires access to __________________Limited Dissemination Program.  Procedures for handling and processing __________________information will be provided under separate cover.

ITEM 10j:

   FOR OFFICIAL USE ONLY INFORMATION provided under this contract, safeguard as specified in AR 340-17.

ITEM 11a:

   Contractor personnel may require access to material with no higher classification than TOP SECRET when developing scenarios for division and brigade operations. If SCI access is required, refer to US Army SCI Addendum to DD Form 254.

ITEM 11c:

    Refer to list of Classification guides for guidance.

ITEM 11d:

    To fabricate, modify or store classified hardware requires approved Restricted Area or Closed Area facilities.

ITEM 11g:

    Access to DTIC is authorized.

ITEM 11h:

    a.  Contractor must establish a COMSEC Account in accordance the COMSEC Supplement to the National Industrial Security Program Operating Manual (NISPOM).

    b.  The contractor will maintain a current listing of all COMSEC accountable equipment and/or material associated with this contract.  A copy of this listing will be filed with the contract DD Form 254.

ITEM 11j:

   This contract requires the planning for and application of Operations Security (OPSEC) in accordance with DD Form 1423, Contract Data Requirements List, DD form 1664, Data Item Description, and the Fort Polk Regulation 530-1 for OPSEC guidance.

ITEM 11l:

    a.  All questions regarding Security requirements indicated herein will be referred to the contract Technical Monitor for this contract:

    b.  All DD Forms 254 issued against this prime contract must have coordination with the following organization prior to release:

Commander, JRTC & Fort Polk, CTC Division or Intel & Sct Div, G3/DPTMS, Fort Polk, LA  71459

    d.  The contractor shall be required to establish and maintain a classified mail channel up to and including TOP SECRET.

    e.  The Project Manager and all subordinate supervisory personnel whose department, branch section or activity deals with classified information will be cleared to the appropriate security level which will allow them to properly supervise their subordinates.

    f.  Any classified information generated in performance of this contract shall be classified according to the markings shown on the source material and as directed by the U. S. Government.
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